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Intro to x86

ÅContains 8 general purposes registers

ï@eax, ebx, ecx, edx, esi, edi, ebp, esp

ïConsider them temporary variables

ÅStack is used to store registers when values 
need to be saved

ïLIFO (push/pop)

P



Basic Program Execution Registers

Eight General Purpose Registers

EAX

EBX

ECX

EDX EDI

ESI

ESP

EBP

Six Segment RegistersProcessor Status Flags

Instruction Pointer

EFLAGS

EIP

CS

SS

DS

ES

FS

GS

P



General Purpose Registers

Á The 8 general purpose registers are used for 
arithmetic and data movement

Á Each register can be addressed as a 32 bit, 16 bit or 
8 bit value

32 bits

16 bits

8 bits + 8 bits

EAX

AX

AH AL
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Overlapping Registers

32-bit 16-bit 8-bit (high) 8-bit (low)

EAX AX AH AL

EBX BX BH BL

ECX CX CH CL

EDX DX DH DL

ESI SI

EDI DI

EBP BP

ESP SP

P



General-Purpose Registers

Á Some of these registers are used by specific instructions

Á EAX is automatically used by multiplication and division 
operations

Á ECX is used as a counter in several instructions

Á ESI and EDI are as srcand dst for copying data in loops

Á EBP and ESP are used to track changes to the stack

Á Calling conventions and ABIs define certain registers uses

Å EAX is used to store the return valuefor function calls

Å 9/· ƛǎ ǳǎŜŘ ǘƻ ǎǘƻǊŜ ŀ ǇƻƛƴǘŜǊ ǘƻ ǘƘŜ ΨǘƘƛǎΩ ƻōƧŜŎǘ ƛƴ /ҌҌ
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Classes of Instructions

Å X86 has a lot of instructions
ïWe are only going to cover a select few

Å Instructions that:
ïRead
ïWrite 
ïCompare 
ïBranch
ïPerform Arithmetic 

ÅAdd
ÅSubtract
ÅMultiply
ÅDivide
ÅBitmath
ÅFloating Point 

A



Read Instructions

ÅMemory dereferencing is the equivalent of 
reading
unsigned long x = 0;

x = *p;

ÅWhere * is dereference assignment

Å[ ] is dereference assignment in x86
movreg32, [reg32]  -> moveax, [ecx]

movreg32, [imm32] -> moveax, [04010000]

pop eax

A



Write Instructions

ÅConsider these a store

ïmov[ebx], 0x20 

ÅStores the immediate value 0x20 at the address 
specified by @ebx

ïmov[ecx+0x14], edx

ÅStores the value of the edxregister into the address at 
ecxplus 0x14 bytes

A



Stack Operations

Åpush
ïSyntax: push src

ÅExamples:
ïpush eax
ïpush  0x100
ïpush dword_0x100400

Åpop
ïSyntax: pop dst

ÅExamples:
ïpop eax

A



Arithmetic

Åinc
ïSyntax: inc dst

ÅExamples:
ïinc edx

Ådec
ïSyntax: decdst

ÅExamples:
ïdeceax

A



Arithmetic (cont.)

Åmul
ïSyntax: mul src
ÅResult is stored in ecx

ÅExamples:
ïmul edx

Ådiv
ïSyntax: div src
ÅResult is stored in eax

ÅExamples:
ïdiv edi

A



Arithmetic (cont.)

Åadd
ïSyntax: add dst, src

ÅExamples:
ïadd eax, 10
ïadd edx, eax

Åsub
ïSyntax: sub dst, src

ÅExamples:
ïsub eax, 10
ïsub ecx, edx

A



Arithmetic (cont.)

Ålea

ïSyntax: lea dst, src

ÅExamples:

ïlea eax, [eax*4]

ïlea edx, [edi+ecx]

A



Arithmetic (cont.)

ÅBitmath

ïshl, shr

ÅShifts the bits of the operand either to the left or to the 
right
ï00000111 << 2 = 00011100

ïExamples:

Åshleax, 2

Åshredx, 4

A



Arithmetic (cont.)

ÅFloating Point

ïfbld, fild, fcmovnbeΣ Χ

ïConsult x86 manuals

A



Comparisons

Åcmp
ïSyntax: cmpdst, src

ÅExamples:
ïcmpeax, ecx
ïcmpedx, 10

Åtest/and
ïSyntax: test dst, src

ÅExamples:
ïand eax, 10
ïtest ecx, edx

A



Branches

ÅUsed to direct code, frequently based on 
previous comparison

Åjxx

ïSyntax: jxxdst

ÅExamples:

ïjz reg32

ïjnb $-5

ïjnz0x04010012  

A



Code Execution Transfers

ÅCall
ïUsed to call functions
ïSyntax: call src

ÅExamples:
ïcall ecx
ïcall [40100000]
ïcall 0x41c2200c

ÅOccasionally the jmp instruction will be responsible for 
transferring execution to another function
ïExamples:
Åjmp 0x41c2200c

A



Questions?



Vulnerability Classes

Å¢ƘƻǎŜ ǿŜΩƭƭ ŎƻǾŜǊ
ïInteger Overflows

ïStack/Heap Based Buffer Overflow

ïFormat Strings

Å¢ƘƻǎŜ ǿŜ ǿƻƴΩǘ 
ïInvalid Free/Double Free

ïUninitialized Variables

ïMisc. (memory corruption) 
ÅMS09-028: http://bit.ly/owningMSdirectshow

P



Integer Wraps

ÅIntegers are able to store a finite size

ÅInteger wraps due to type conversion

ïWidth

ÅUnsigned long to short 

ÅInteger wraps due to arithmetic

ïMAX_INT + x

ï0 - x 

P



Integer Overflows (Ex 1)

unsigned long a = 0xFFFFFFFD;

unsigned long b = 3;

unsigned long c = 2;

c = a + b;

printf ("Result: 0x%08x \ n", c);

ÅOutput: 
Result: 0x00000000

P



Integer Overflows (Ex1)

P



Integer Overflows (Ex2)

void SomeFunc(unsigned long user_supplied, char * userbuffer)
unsigned long a = 0;

SHORT b = 0;

char mybuffer[300];

a = user_supplied;

b = a;

printf("Checking %d to make sure it is less than 300\n", b);

if(b >= 300)

{

printf("Thank you come again..\n");

return;

}

printf("Passed my checks, copying %d bytes into buffer of size %d\n", a, sizeof(mybuffer));

strncpy(mybuffer, userbuffer, a);

P



Integer Overflows (Ex2)

ÅOutput:

Checking 0 to make sure it is less 
than 300

Passed my checks, copying 65536 bytes 
into buffer of size 300

P



Stack/Heap Overflows

ÅStack/Heap overflows are the most common 
memory mismanagement
ïSmashing the Stack for Fun and Profit, classic: 

http://www.phrack.org/issues.html?id=14&issue=49

ïDŜǊŀΩǎ ƛƴǎŜŎǳǊŜ ǇǊƻƎǊŀƳƳƛƴƎ ŜȄŀƳǇƭŜǎΥ 
http://community.corest.com/~gera/InsecureProgrammin
g/abo1.html 

ÅEssentially, exceeding the bounds of an 
allocation during a sequence of writes

A



Stack/Heap Overflows (Ex1)

A



Stack/Heap Overflows (Ex2)

A



Format String 

ÅPassing unsanitizeduser input to a function 
that accepts a format string

ï/ŀǳǎŜŘ ōȅ /Ωǎ ŀōƛƭƛǘȅ ǘƻ ǳǎŜ varargs

ïEnables attackers to read or write data to memory

ï%s, %x, %n

A



Format String (Ex1)

void pretty_print(char * user)
printf(user);

ÅNo sanitization of user input what happens we 
direct the function to continually pop items 
off the stack?

A



Questions?



Automation



Vulnerability Hunting Styles

ÅI've been up for 3 days straight, where's my 
coffee: Cerebral and Successful Method (Aaron)

ïCǳƭƭȅ ǊŜǾŜǊǎŜ ŘƻŎǳƳŜƴǘ ŀ ǇǊƻŘǳŎǘΩǎ ƛƴǘŜǊƴŀƭ ǿƻǊƪƛƴƎǎ

ïPros:

ÅFull understanding of the product

ÅIn the developers head

ÅFinding bugs is much easier, think like the developer

ïCons:

ÅTime consuming

Pros: Finds bugs faster, less time spent reversing means you can hit multiple products at once since time spent reversing is ver y focused. Don't have to consume A LOT of coffee
Cons: Only knocks off low to medium hanging fruit. Will not unless very lucky or well designed input bypass complex checks. Y ou' re not in the developers head so theres more luck involved.

A



Vulnerability Hunting Styles

ÅWhere's my Ritalin: ADHD Induced Method, Less successful 
(Peter):
ïOnly reverse points of input:
ÅCreateFile, recv, ReadFile, rpc, etc..

ïSpend sometime understanding how to craft input to get 
most code coverage

ïPros:

ÅFinds bugs faster
Åless time spent reversing 
ÅDon't have to consume A LOT of coffee

ïCons: 
ÅOnly knocks off low to medium hanging fruit. 
ÅMay not get full code coverage

P



Vulnerability Hunting Styles

ÅAs much as our styles differ, we both make use 
of automation
ïUsing conditional breakpoints to gather information

ïAnalyzing binary code programmatically

ïInstrumentingan application
ÅCall unknown() 10000 times with differing args, analyze output 

ïGathering runtime data

ÅFill in cross references with dynamic call information

ÅDump global variable values 

P



Automating Binary Analysis

ÅBinary analysis tasks automated for speed

ïDeobfuscation

ïControl and Data Flow Analysis

ÅCF Analysis can lead to identification or programming 
errors
ïBad calls, dangerous loops, signed/unsigned compares etc..

ÅDF Analysis can be used for type reconstruction or to 
improve CF analysis
ïUser supplied variable + 2 = integer overflow

» Knowing its user supplied is the key

P



Automating Binary Analysis

ÅPattern Matching:

ïCan be used to auto comment commonly used 
instruction sequences

ÅInline strcpy/strcmp/strlen

ÅInline memcpy, memset, memmove

ÅFindCryptplugin(for locating common crypto methods)

ïFind possibly interesting code to audit

ÅArithmetic followed by allocations

ÅFormat string calls with no format token

P



IDA + Automated Binary Analysis

ÅIDA provides its own scripting interface called IDC

ÅIDAPythongives users access to the SDK and IDC 

ïAll in python!

ïThis is what we will focus on today

ÅNote we will be using IDAPython2.5 (compiled 
from trunk)

ïhttp://thunkers.net/~deft/misc/Reversing102.zip

P



Iterating Over Functions

for ea_start in Functions( MinEA(), MaxEA()):

print "%s: 0x%08x" % ( GetFunctionName( ea_start ), ea_start )

ÅOutput:
__SEH_epilog: 0x757319fc

__SEH_prolog: 0x75731a0d

?LsapScavengerTrigger@@YGKPAX@Z: 0x75731a4d

?LsapTimerCallback@@YGXPAXE@Z: 0x75731ac1

?LsapDerefScavItem@@YGXPAU_LSAP_SCAVENGER_ITEM@@@Z: 0x75731b46

?LsapScavengerBreak@@YGKPAX@Z: 0x75731b77

_SafeAllocaFreeToHeap@4: 0x75733086

_LsapAllocateLsaHeap@4: 0x757330ab

(..)

A



LǘŜǊŀǘƛƴƎ hǾŜǊ CǳƴŎǘƛƻƴΩǎ .ŀǎƛŎ .ƭƻŎƪǎ

ÅStill a little bit buggy

ÅOnly enabled in IDAPythonpulled from trunk

A



LǘŜǊŀǘƛƴƎ hǾŜǊ CǳƴŎǘƛƻƴΩǎ .ŀǎƛŎ .ƭƻŎƪǎ

func = get_func ( get_screen_ea())

fc = idaapi.FlowChart ( func)

for block in fc :

print "%x - %x [%d]:" % ( block.startEA , block.endEA, block.id)

for succ_block in block.succs ():

print "  %x - %x [%d]:" % ( succ_block.startEA , 
succ_block.endEA, succ_block.id)

for pred_block in block.preds ():

print "  %x - %x [%d]:" % ( pred_block.startEA , 
pred_block.endEA, pred_block.id)

A



LǘŜǊŀǘƛƴƎ hǾŜǊ CǳƴŎǘƛƻƴΩǎ LƴǎǘǊǳŎǘƛƻƴǎ

func = get_func ( get_screen_ea())

for ea in Heads( func.startEA , func.endEA):

ỡợỚởụẎ ạứẓạẩứẫẎẓỤ ẎẓẎẖỖỒẚẎGetDisasm(ea))

ÅOutput:
0x75789146: mov edi , edi

0x75789148: push    ebp

0x75789149: mov ebp, esp

0x7578914b: lea     eax, [ebp+arg_0]

0x7578914e: push    eax

0x7578914f: call    _LsapUnregisterAuditEvent@4

0x75789154: pop     ebp

0x75789155: retn 4

A



Tying it all together

ÅBad call scanner (I know sooo2000 and late)

ÅIdentifies dangerous calls to known bad APIs 
i.e., strcpy, sprintf etc.

A



Tying it all together

Å Finding PE Parsing routines:

for start in Functions( MinEA(), MaxEA()):
for ea in Heads(start, PrevAddr( get_func (start). endEA)):    

disasm = GetDisasm(ea)
name = GetFunctionName(ea)

if disasm.lower ().find("5a4d") != - 1:
l = "%s => 0x%08x: %s \ n" % (name, ea, disasm)

msg(l)

if disasm.lower ().find("4550") != - 1:
l = "%s => 0x%08x: %s \ n" % (name, ea, disasm)
msg(l)

A



Tying it all together

ÅwŜǾŜǊǎŜǊΩǎ /ƻƻƪōƻƻƪ ƳŜǘƘƻŘǎ

ïfind_path, find_all_paths

ïfind_instr, find_func

ïenum_switches

ïfile_io, net_io

ïΧ

A



Questions?



Debugging

A



Debugging Crashes

Å²ƘŜƴ ŀ ŎǊŀǎƘ ƻŎŎǳǊǎ ǿŜ ŀǊŜ Ƴƻǎǘƭȅ ŎƻƴŎŜǊƴŜŘ ǿƛǘƘΧ
ïFaulting instruction

ÅDisassembly around faulting instruction (ub @eip in windbg)

ïRegister contents
ÅPointers

ï To code
ï To data

ÅValues
ï Simple data types
ï Return values
ï Lengths/Counters

ïCall stack
ÅHow we got here

ïState of the heap and stack
ÅVerify heap integrity (!heap 0 ςv)
ÅVeryifystack integrity (dd @esp; !exchain)

A



Debugging Crashes (cont.)

ÅVM Debugging

ïAllows you to snapshot an entire system

ÅThis allows you to know ahead of time where things are 
allocated

ïRevert back to a good state

A



Clever Breakpoints

ÅBreakpoints are great for examining a program

ïCan get an inside peak at what is going on

ÅTracing! (check your log window)

ïBreak if loop counter == 0xFFFD

ÅMemory breakpoints

ïWhen is a buffer first read from? Written to?

ïUseful for tricks like hunting down the source of 
an allocation 

ÅVM debugging helps here

A



Conditional Breakpoints (WinDbg)

ÅConditional Breakpoints

ïBreakpoint is only executed when condition is 
met:
ÅbpƳȅǇǊƻƎǊŀƳΗ{ƻƳŜCǳƴŎҌлȄлу άj @eax= 0xFFFD'';' gc'"

ïhttp://msdn.microsoft.com/en-us/library/cc267482.aspx

A

http://msdn.microsoft.com/en-us/library/cc267482.aspx
http://msdn.microsoft.com/en-us/library/cc267482.aspx
http://msdn.microsoft.com/en-us/library/cc267482.aspx


Conditional Breakpoints (OllyDbg)

ÅOllyDbghas a command line plugin

ïBp CreateFileAΣ {¢wLbD ώŜǎǇҌпϐ ҐҐ ά¢Ǌƻƭƭ¢ƻƭƭΦŜȄŜέ

A



Conditional Breakpoints (GDB)

ÅGDB standard *nix debugger (unfortunately) 

ïb *0x00401000 if $eax==5

A



Useful Debugging Tricks

ÅGFLAGS
ïPage Heap (awesome)
ÅCan obscure vulnerabilities, though
ïPointer math

ÅEnables the debug heap, behaves differently

ïUser mode stack trace database
ÅTrack sources of heap allocations

ïHeap * checking
ÅEnsures heap integrity during heap operations

ïRead up: http://technet.microsoft.com/en-
us/library/cc738763(WS.10).aspx

A



Useful Debugging Tricks

ÅWinDBG
ï!heap
ÅWalk the heap (requires symbols)
Å!heap 0 ςv 
Å!heap ςp ςa 0xwhatever

ï!exchain
ÅLists the registered exception handles

ï!analyze ςv
ÅAnalyzes the current crash, includes call stack, other useful info

ï!exploitable
ÅNot as cool as it sounds

ÅImmDbg
ÅIŀǎ ƛǘΩǎ ƻǿƴ ΗƘŜŀǇ 

A



Questions?



Hands On Experience:
GreenMan



Background

ÅGreenMan

ïCompiled for Linux/Mac/Windows

ïVulnerable Application (sorry to kill the suspense)

ïListens on port 4959

ïGreenManhas the following vulnerabilities:

ÅInteger overflow resulting in a heap overflow

ÅStack overflow

ÅFormat string

P



Background

ÅSweetDee.py

ïClient for GreenMan

ïsweetdee.py <host> <port> <opcode> <payload>

ÅHost ςyour ip OR ALL which sends a packet to the ip
range:
ï192.168.1.0-255

ÅPort ςshould be 4959 unless recompiled

ÅOpcodeςwhich vulnerability do you want to trigger?

ÅPayload (optional) ςused only in opcode3

P



¸ƻǳ ƴŜŜŘ ǘƻΧ

Å Download
ï http://thunkers.net/~deft/misc/Reversing102.zip

Å Please connect to Wireless Access Point
ï VirusNetwork

Å Disable your firewalls J

Å Run the GreenManapplication

Å Attach your debugger of choice to GreenMan
ïWinDBG: F6
ï OllyDBG:File->Attach
ï GDB: gdb`pidof GreenMaǹ

P

http://thunkers.net/~deft/misc/Reversing102.zip


Reversing the Binary

ÅOpen up the GreenManbinary in IDA

ïWindows/Linux/OS X versions will look different

ÅCheck the Imports

ïThis will give you an idea of what functions it uses

ïIƻǿŜǾŜǊΣ ƛŦ ƛǘΩǎ ǎǘŀǘƛŎŀƭƭȅ ŎƻƳǇƛƭŜŘ όlinuxύ ƛǘ ǿƻƴΩǘ 
have Imports 

ÅSo check Names subview

ïCheck exports to find main(). Double-click it.

P



Reversing the Binary (Linux)

P



Reversing the Binary (Linux)

ÅThings to note

ïRather than push, gccwill 
move the addresses directly
to the address of esp+X

A


