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Agenda

Software auditing and reverse engineering on Windows
SESSION ONE

Auditing methodologies

Tools of the trade

Disassembling and IDA Pro

SESSION TWO
Reversing styles and techniques

Vulnerability classes
Vulnerability analysis and debugging
Automation (if time permits)

Focus orvulnerability discoverand analysis




Introduction to RE

Why is this skill set valuable?
Source is not often available for Windows applications
Elitenesdactor
Often exponentially more difficult than source auditir
Find bugs where few others are comfortable
Homebrew patches
Patch analysis
e.g. Reversing Microsoft patches to discover root cal
1stwith a new exploit oMetasploitmodule?
1stwith a new signature for an AV or IPS?

Binary code is a $ goldmine $
Bugs exist for long periods of time in binary code




Introduction to RE (cont.)

Why is this skill set valuable (cont.)?

Knowledge is portable
Apply techniques to wide array of tasks
New architectures become approachable

Developing countries rely on it
Why engineer from scratch when you can copy
Reverse for security, ensure there are no backdoors
In the US we take these things for granted



Introduction to RE (cont.)

It's not always about the assembly
Reversing is the process by which you attempt to understand the syste
- Operating system
- Software
- Hardware
- Plane, train, auto, anything that was engineered

Reverse theystemas a whole, helps locate trust boundaries

Malkovich malkovich, malkovich?
Dh![Y DSUO AYAaARS (KS RS@St 2LISNIA
Reverse engineer intentional behavior to determine how to deviate executic
from that intention



Overview of Approach

General Steps, prelisassembling
- Examine system behavior
- Enumerate components

- Determine relationships

- Determine trust

- Locate and probe inputs

Many tools to aid in this process
2 SQff O2USNJ azys 27



Step by step

Examining system behavior
Documentation

Install & use the product!

Support forums
OELX 2A0GF0fS 0dzZ3a YAIKID



Step by step (cont.)

Enumerating components

Documentation
t N2 RdzO LINBNBIljdzA aAGSa oWl gl =

MSRPC
Process Explorer
rpcdump rpcinfo
mIDA

l OGAYS- 2 |/ 2RS04axX CAtS F2NX¥Idaz -
RegMon
FileMon
ProcessMon

Services
services.msc TCPView



TCP View from MS

wu TCPView - Sysinternals: www.sysi
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Process Explorer from MS

=t Process Explorer - Sysinternals: www.sysinternals.com [SHEANGY 3pnr1'nn v]

T

PID C.. Description Compa... DEP Status |2

ycess Explorer Search
Handle or DLL substing:  namedpipe

Process PID Type Handle or DLL

svchost.... 1060 Han... ‘Device\NamedPipe\plugplay
svchost.... 1060 Han... ‘Device\NamedPipe\plugplay
svchost.... 1060 Han... ‘Device\NamedPipe\plugplay
a08 Han... '‘Device\NamedPipe\protected_storage
808 Han... '‘Device'

@ 808 Han... ‘Device

svchost . 1308 Han_.. \Device'

svchost . 1308 Han_.. \Device'

svchost.... 1308 Han... '‘Device'

svchost.... 1308 Han... I".[]!-‘WC[-'I

WmiPrv... 3352 Han... |

services... /92 Han...

Is
Is
Is

" taskeng.exe 38, Task Scheduler E... Microsoft Co._.
taskeng . exe 39 001 Task Scheduler E._. Microsoft Co._.
svchost.exe ... 0.07 Host Process for... Microsoft Co...
‘Isvchost.exe Host Process for... Microsoft Co...

chost exe Host Proc ... Microsoft Co...
0.73 Host Proce .. Microsoft Co_.

5 Processes: 92 Pause




mIDAfrom Tenable (MSRPC)
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B3AF5EZ
B3AF5SEZ
B3AFSEZ
B3AF5E2
B3AF5EZ
B3AF5EZ
B3AF5SEZ
B3AFSEZ
B3AF5E2
B3AF5EZ
B3AF5EZ
B3AF5SEZ
B3AFSE4
B3AF5ES
B3AF5ET
B3AF5EA
B3AF5ED
B3AFSF0
B3AF5F3
B3AF5F6
B3AF5FS

; Attributes: bp-based frame

; _ stdcall NetprPathCanonicalize(x, X, X, X, X, X, X)
_NetprPathCanonicalize@28 proc near

arg 4
arg 8
arg C
arg 10
arg 14
arg 18

= dword
dword
= dword
dword
dword
= dword

mov

push
mov

push
push
push
push
push
push
call

ptr 0OCh
ptr 10h
ptr 14h
ptr 18h
ptr 1Ch
ptr Z20h
edil, edi
ebp

ebp, esp
[ebp+arg 18]

[ebp+arg 14]
[ebp+arg 10]
[ebp+arg C]
[ebp+arg 8]
[ebptarg 4]

; DATA XEEF:

[ = ModAD
4

Line 32 of 58

.text:4B3a175cto

Decompileall  Ins

Edit Ctrl+E
Refresh Ctrl+L

Copy Ctrl+Ins

=

_NetpwPathCanonicalize@24 ; NetpwPathCanonicalize (X, X,:



Services

File Action View Help
= |E c = H
Services (Locz|| MName

Base Filtering Engine
Bluetooth Support Service

DHCP Client
Diagnostic Polic
DirMngr
Functien Dis

Open: SErViCes.msc

¢! This task will be created with administrative privileges.

| | Cancel | | Browse...

Description

The Base Filtering En...

Su ppo termn Eve...

Registers and updates...
The Diagnestic Policy...

Publishes this compu..
Identifies the network...

This service delivers n...

Status

Started
Started
Started
Started
Started

Started
Started
Started
Started
Started
Starterd

Startu p'..-T ype
Automatic
Automatic
Automatic
omatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic

omatic

Log On As
Local Servi
Local Serv
Local Servi
Local
Local
Local
Local &

Local Servi

Local

| nral &

-




Registered Codecs

Marme Type Data

ab| msacm.3acm REG_SZ CAWindows\System32\ 3 codeca.acr
ab|msacm.lhacm REG_57 lhacm.acm

ab| msacm.msadpem REG_SZ msadp32.acm
ab| msacm.msg711 REG_SZ msgfll.acm
ab| msacm.msg723 REG_SZ msgf23.acm
ab| msacm.msgsmil0 REG_SZ msgsm32.acm
ab| msacm.siren REG_SZ sirenacm.dll
ab|msacm.sl_anet REG_57 zl_anet.acm
ab| MSVideod REG_SZ VENWDMZ2.dII
ab|vide.cvid REG_SZ iccvid.dll

ab| VIDC.FFDS REG_SZ ff_wfw.dll

ab| VIDC.FPSL REG_SZ frapsvid.dll
ab|vide,id20 REG_SZ iyuv_32.dll
ab|vide.iv3l REG_SZ ir32_32.dll
ab|vide.iv32 REG_SZ ir32_32.dll

ab | vide.ivdl REG_SZ irdl_32.ax

ab | vide.iv0 REG_SZ irs0_32.dll

ab | VIDC.IYUY REG_SZ iyuv_32.dll
ab|vide M261 REG_SZ msh261.drv
ab|vide,M263 REG_SZ msh263.drv
ab|vidc.mrle REG_5Z msrle32.dll
ab|vide,mswve REG_S7 msvidec32.dll
ab|vidc.tsce REG_S7 tscovid.dll

ab | VIDC.UYVY REG_SZ msyuv.dll
ab|VIDC VM REG_5Z vmnc.dll

ab| vide XVID REG_SZ avidvfw.dll

ab| yIDC.YUY2 REG_SZ msyuv.dll

ab| VIDCYVUS REG_SZ msyuv.dry

4 (1) 4 TIT

ComputeryHKEY _LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32




Registered Codecs
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ComputeryHKEY _LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32




Registered Protocol Handlers

ADs = || Mame Data

ADsDSOObject ab| (Default) URL:Adobe Bridge Protocol
ADsMamespaces URL Protocol

ADsSecurityUtilit

ADSystermnInfo

- L =

Find 2

.

Findwhat:  URL Protocal | Find Next |

Loal at | Cancel |
Keys

7| Values
Diata

| Match whaole string only

Agent.Server [

Agent.5erver.2
AIFFFile
AlFToolkit.hydra =

4 TIT 4 L

Computen\HKEY_CLASSES_ROOT\adobebridge




ActiveX Controls



