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Outline

Agenda
Software auditing and reverse engineering on Windows
SESSION ONE

Auditing methodologies
Tools of the trade
Disassembling and IDA Pro

SESSION TWO
Reversing styles and techniques
Vulnerability classes
Vulnerability analysis and debugging
Automation (if time permits)

Focus on vulnerability discoveryand analysis



Introduction to RE
Why is this skill set valuable?

Source is not often available for Windows applications
Elitenessfactor

Often exponentially more difficult than source auditing
Find bugs where few others are comfortable

Homebrew patches
Patch analysis

e.g. Reversing Microsoft patches to discover root cause
1st with a new exploit or Metasploitmodule?
1st with a new signature for an AV or IPS?

Binary code is a $ goldmine $
Bugs exist for long periods of time in binary code



Introduction to RE (cont.)

Why is this skill set valuable (cont.)?
Knowledge is portable

Apply techniques to wide array of tasks
New architectures become approachable

Developing countries rely on it
Why engineer from scratch when you can copy
Reverse for security, ensure there are no backdoors
In the US we take these things for granted



Introduction to RE (cont.)

It's not always about the assembly
Reversing is the process by which you attempt to understand the system

- Operating system
- Software
- Hardware
- Plane, train, auto, anything that was engineered

Reverse the systemas a whole, helps locate trust boundaries

Malkovich malkovich, malkovich?
Dh![Υ DŜǘ ƛƴǎƛŘŜ ǘƘŜ ŘŜǾŜƭƻǇŜǊΩǎ ƘŜŀŘ
Reverse engineer intentional behavior to determine how to deviate execution 

from that intention 



Overview of Approach

General Steps, pre-disassembling
- Examine system behavior
- Enumerate components
- Determine relationships
- Determine trust
- Locate and probe inputs

Many tools to aid in this process
²ŜΩƭƭ ŎƻǾŜǊ ǎƻƳŜ ƻŦ ǘƘŜǎŜ



Step by step

Examining system behavior
Documentation

Install & use the product!

Support forums
9ȄǇƭƻƛǘŀōƭŜ ōǳƎǎ ƳƛƎƘǘ ōŜ άŀƴƴƻȅŀƴŎŜǎέ ǘƻ ǊŜƎǳƭŀǊ ǳǎŜǊǎ



Step by step (cont.)

Enumerating components
Documentation

tǊƻŘǳŎǘ ǇǊŜǊŜǉǳƛǎƛǘŜǎ όWŀǾŀΣ Φb9¢Σ Χύ

MSRPC
Process Explorer
rpcdump, rpcinfo
mIDA

!ŎǘƛǾŜ·Σ /ƻŘŜŎǎΣ CƛƭŜ ŦƻǊƳŀǘǎΣ tǊƻǘƻŎƻƭ IŀƴŘƭŜǊǎΣ Χ
RegMon
FileMon
ProcessMon

Services
services.msc / TCPView



TCP View from MS



Process Explorer from MS



mIDAfrom Tenable (MSRPC)



Services



Registered Codecs



Registered Codecs



Registered Protocol Handlers



ActiveX Controls


