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WHAT WE'RE COVERING:

O Debugging with WinDBG
O Runtime Reversing Techniques
O Dynamic Memory

O Vulnerability Analysis



Reverse Engineering Goals

Why are you reversing? What do you hope to
achieve?

All of these require just a

limited understanding of
the target as a whole

d Vulnerability Discovery
O Vulnerability Analysis

4 Software/DRM Cracking
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This might be all you care about...




STATIC REVERSING RECAP

With static RE you're looking at a limited view (usually a
single module at a time)

How many are familiar with linkers and loaders?

Lots of “stuff” goes on when you load a module into a process

There is a lot of information missing when Reing
statically...



Like dynamic call targets

loc 186EB382:
push esl

call eax ; dword 18FF38DC

.data:10FF38DC dword 10FF38DC dd 7









Static RE Challenges

Reversing anything reasonably complex statically is

painful

Pick your favorite lexer/parser/renderer for

example
(quicktime, shockwave, windows media player, flash, ...)



O Read input file into a buffer

O Split contiguous data into streams
O or chunks, or sections, or ...

 Save all that info into application-specific data structures
O Pass of certain bits of that data to a lexer
O Store tokens and corresponding data into other,

perhaps unrelated app-specific data structures

O Parse the data (using metadata gathered at some point
during all of this)

0 Render media to the screen/file/output device



1 Read input file into a buffer < Potential bugs

O Split contiguous data into streams
d or chunks, or sections, or ...

Potential bugs
 Save all that info into application-specific data structur: Potential bugs
 Pass of certain bits of that data to a lexer = Potential bugs
 Store tokens and corresponding data into other,
perhaps unrelated app-specific data structures

O Parse the data (using metadata gathered at some point
during all of b.oi(;ntial bugs

0 Render media to the screen/file/output devic: Potential bugs



O Read input file into a buffer

O Split contiguous data into streams
O or chunks, or sections, or ...

 Save all that info into application-specific data structures
O Pass of certain bits of that data to a lexer
O Store tokens and corresponding data into other,

perhaps unrelated app-specific data structures

O Parse the data (using metadata gathered at some point
during all of this)

0 Render media to the screen/file/output device

How would YOU write this code?

| bet your approach is different than your neighbor’s...



Good luck reversing an implementation
statically

How would YOU write this code?

| bet your approach is different than your neighbor’s...



Static RE Challenges

Many things happen in the scope of a
Process

...and you miss this information when reversing statically
 Exception handler registration and relationships

d Linking and relocations
(J Module dependencies

 Dynamic memory allocations (more on this later)

 Global variable values

 Out of band data that can influence the code



QUESTIONS?



DYNAMIC REVERSE ENGINEERING



Intro to Dynamic Reversing

Dynamic RE is focused on performing analysis during
runtime

It introduces a new dimension: State

Dynamic RE is intended to supplement your static efforts
...by filling in missing information

More importantly, dynamic reversing lets you Validate or
disprove your suspicions



Intro to Dynamic Reversing

To dispel some preconceptions, you don’t always need a debugger

...although it is the ideal tool to aid in the process

Debugger preferences, anyone?



Drilling Down

The first thing we want to do when reversing an application
is figure out which modules it has that we care about

...and then we can peruse them statically

Module dependencies can help us here

If a module imports ws2_ 32.dll, its going to be doing “network
stuff”



B Dependency Walker - [dbgeng.dll]

B} File Edit View Options Profile Window Help MEE
== “IEIE\IG%IE'|E@|WE¥|%EEDI!”
= E DBGENG.DLL PI IGrdlnaI"‘ IHlnt Function IEntrj,rPcrint
..... ] MSVCRT.DLL IZI
..... 1 DBGHELP.DLL
..... T VERSION.DLL
..... T] ADVAPBE2.DLL
..... ] KERMEL32.DLL
....... 1 NTDLLDLL
300 Ws2_32.DLL
E| EE USERS2.DLL E Ordinal * | Hint Function Entry Paoint
o &] NTDLLDLL € [1(00001)|0 (00000} DebugClonnect Ox000EBF35
""" O GDB2.DLL B |20:0002)|1({0x0001) | DebugConnectWide | 0x000E62F A
----- 5] KERMEL32.DLL B |3(0003)|2(0x0002) | DebugCreate 0:000E6344
e & ADVAPIE2.DLL
300 CFGMGR32.DLL
300 MSIMG32.DLL -
1 | 1] | 3
| Module File Time Stamp ILinkTimeStamp IFiIESize IAttr. ILinkChecksum Real Checksurn |I|E|
Z% | GPSVC.OLL Error opening file. The system cannot find the file specified (2). El
2 | IESHIMS.DLL Error opening file. The system cannot find the file specified (2).
ZE | IEFRAME.DLL 05/26/2011 11:20a | 03/08/2011 &:50a 9,702,400 | A 0x00941037 0:00941037 3
O | ADVAPE2.DLL 11/20/2010 8:18a |11/20/2010 7:54a 640,512 | A 000041449 0x000A1449 3
O | API-MS-WIN-CORE-COMSOLE-11-1-0.DLL 07/13/2009 903p [07/13/2009 9:04p 3072 | HA 0x0000FC51 0:0000FC51 3
O | API-MS-WIN-CORE-DATETIME-11-1-0.DLL 07/13/2009 903p [07/13/2009 9:04p 3072 | HA 0x000021E9 0:000021E9 3
O | API-MS-WIN-CORE-DEBUG-11-1-0.DLL 07/13/2009 903p [07/13/2009 9:04p 3072 | HA 0x0000BCED 0:0000BCED 3
O | API-MS-WIN-CORE-DELAYLOAD-11-1-0.DLL 07/13/2009 903p [07/13/2009 9:04p 3072 | HA 000000654 000000654 3
O | API-MS-WIN-CORE-ERRORHANDLING-11-1-0.DLL 07/13/2009 903p [07/13/2009 9:04p 3072 | HA 000005400 000005400 3
O | API-MS-WIN-CORE-FIBERS-11-1-0.DLL 07/13/2009 903p [07/13/2009 9:04p 3072 | HA 0x00009419 000009419 3
O | API-MS-WIN-CORE-FILE-L1-1-0.DLL 07/13/2009 903p [07/13/2009 9:04p 5120 | HA 0x0000EBSE 0:0000EBOE 3
O | API-MS-WIN-CORE-HANDLE-L1-1-0.DLL 07/13/2009 903p [07/13/2009 9:04p 3072 | HA 0x0000E589 0:0000E589 |
|=|| APT-MAS-WIN-CORF-HFAP-11-1-0.N1 | 07732008 903n 107432009 S0dn 3584 | HA 10001 FF A 100071 FF & 3.|:|
] 1 P
Warning: At least one delay-load dependency module was not found. a
Warnina: At least one maodule has an nnresalved imnort due to a missing sxnort function in a delav-load denendent maodule. Y
For Help, press F1 A




Drilling Down

After we've found an interesting module, we can dig at it in
IDA

=dlUudid.Urf ILUMID s LU'F
¥ |.idata:671C681C ; LSTATUS _ stdcall ﬂHEH‘ hKey,
.idata:671C681C extrn sdword ;
! .%l;l_a_ta:ﬁ?ﬂ:ﬁm[: 3 Sl
-1 - - - -
i iz wrefs to RegOpenKeyExA e S |-|:|--|E| g
I 1 Direction Tve Address Text o
-3 p  sub 66801050+2C ds:RegOpenkeyExh L
i = Up  p sub_GBRABDES+4B call ds:RegOpenKeyExA N
::i. Up p sub 668AFOFG+55 call  ds:RegOpenkeyExd
LN Up p sub 669A2310+1C call ebx; RegOpenkeyExh
.1 Up p sub 669A2310+4B call ebx; RegOpenkeyExh
L1 Up p sub_669A2310+5E call  ebx; RegOpenkeybxh
I 1 N Up p sub_669A2310+7B call  ebx; RegOpenkeyExh L
- Up p sub_669A36F0+AD call  ds:RegOpenkeyExh '
& Up p sub 669D41F0+C2 call  ds:RegOpenkeyExd ||
) i: Up p sub 669D6DC0+1E4 call ds:RegOpenkeyExh .
il BEue b sub 66A393C0+20 call ds:ReaOpenKevExA %
R | 1 b i
' i: [ Ok ] ’ Cancel ] [ Search ] [ Help :
-i | | ||
_ili| Linel of 47




Drilling Down

Now, what would be really useful, is if we could determine if

any of the code we find is actually reached during
execution...

Enter our debugger...



Introduction to WInDBG

3 wooos 1200263 84 The first thing you'll want to do

File | Edit Wiew Debug Window Help

=t when using WIinDBG Is to attach

Current Winc Ctrl+F4

28N to (or load) a process

Attach to a Process.., F&

Open Crash Dump... Ctrl+D

Attach to Process

Connect to Remote Session... Ctrl+R
Connect to Ren

Kernel Debug... Ctrl+K

Symbol File Path ... Ctrl+5S

Source File Path ... Ctrl+P

Image File Path ... Ctrl+I

Open Workspace... Ctrl+W
Save Workspace

Save Workspace As...

Clear Workspace...

Delete kspaces...

Open Workspace in File...

Save Workspace to File...

Map Metwo

Disconnect Metwork Drive...
Recent Files

Exit Alt+F4




Introduction to WInDBG

\;J Pid 5084 - WinDbg:6.11.0001.404 X286

Eile Edit View Debug Window Help
| & Bl == e | 0EERIE0EE 0S| [E)E] A e

Command

Hicrosoft (R) Windows Debugger Version 6.11.0001.404 E86
Copyright (o) Microsoft Corporation. All rights reserved.

*%% walt with pending attach
Symbol search path is: %%x Invalid **=x

#* Symbol loading may be unrelisble without a symbol =earch path.
# Use .symfix to hawve the debugger choose a symbol path
* After =etting vour =symbol path. use reload to refresh symbol locations

Executable search path is:
ModLoad: 00400000 00474000
ModLoad: 77940000 77b50000
ModLoad: 75530000 75640000
ModLoad: 752b0000 752£6000
ModLoad: 751c0000 75260000
ModLoad: 75680000 7572c000
ModLoad: 7570000 75749000
ModLoad: 75410000 75=00000
ModLoad: 750=0000 75120000
ModLoad: 750L0000 750bc000
ModLoad: 72490000 72f2=000
ModLoad: 76170000 76200000
ModLoad: 75870000 75970000
ModLoad: 751b0000 751ba000
ModLoad: 76200000 76294000
ModLoad: 76460000 7&64bL7000
ModLoad: 75130000 751ab000
ModLoad: 764c0000 7710a000
ModLoad: 762b0000 76310000
HodLoad: 75=00000 7S5ecc000
ModLoad: 76010000 7616c000
ModLoad: 73280000 732b2000
ModLoad: 73200000 73251000
ModLoad: 75640000 75675000
ModLoad: 75970000 75976000
ModLoad: 74820000 74960000
ModLoad: 10100000 1010=000
ModLoad: 733f0000 7348b000
ModLoad: 74b90000 74bb1000
ModLoad: 75260000 752a5000
ModLoad: 734c0000 734d3000
ModLoad: 75730000 757L3000
ModLoad: 75980000 75a0£000

~Program Files {=z86)~PuTTV~putty.e=ze
SMlindowssSysWOTed~ntdll dll
~Windowsssyswovbd~kernel32 .dl1
Mindowvsssysvors dSEERNELBASE .dll
Windows sysworb 4~ADVAPII2 d11
Windowsssyswovbdmsvort . dll
Windows Sy=WOT6 4 ~sechost .d11
~Windowsssyswovb4~EPCRET4 . d11
SWindowsssyswowh4~SspiCli 411
~Windowsssyswovb4~CEYPTBASE . d11
SWindowssWinSeSsxBb6_microszoft windows common—controls_6595b6d14dccfldf_6 .0 7601 17514_none 41e6975e2bdbf 2H2COMCTL32 d11
sWindowsssyswowh4~GDI32 . d11

Windows syswowb4~USER3Z dll

~Windows syswowb4~1PK d11
MindovsssysvorsedUSP10 . 411
Windows syswowb 4~SHLVAFPT .d11
Windowsssyswovbd~comdlgd2  dll

S Windows syswowb 4~5HELL32 . d11

Windows syswowb 4~ IMH32 d11
sWindowsssyswowk 4~MSCTF . d11
sWindowsssyswowbdoled? dll

SWindowssaysten3I 2~WIHHH 411
~Windowsssystend2~WINSPOOL . DRV

Windows systend2hws2_32 dll

~Windows syswowb4~HSI . d11

Windows systend2 uxthens dll

~Program Files“~Logitech“SetPoint-z86t~lgscroll d11
SMlindowssWinSzS 86 microsoft . vcB0 crt 1fcBb3ib%alelfedb 8.0.50727 6195 _none d09154e044272b%a~HSVCREED . A1l
Windows systend2 ntmarta . dll
Windowsssyswovb4~ULDAP32 . dl1

Windows systend 2 dwmapi . dll
~Windowsssyswowb4~CLBCat( . DLL
SWindowsssyswowh 40LEAUTI2 411

HodLoad: 61800000 61884000 ~Windowsssystend2~hhctrl  ocx

HodLoad: 74840000 74848000 SWindowsssystend 2 securi? 411

ModLoad: 10000000 10012000 C:~Program Files~LENOVOSHOTKEY-hkwolkew . DLL
(1760.1d38): Break instruction exception — code 30000003 (first chance)
sax=7efdallil sbz=00000000 =cx=00000000 edz=77abf?=a ==1i=00000000 edi=00000000
eip=7792000c e=sp=0268f{5c ebp=026CEff88 iopl=0 nv up 2i pl Zr na pe nc
c==0023 ===002b d==002b e==002b {==0053 g==002b =f1=00000246
=x%xx ERROE: Symbol file could not be found. Defaulted to export symbols for C:~Windows SysWOWe4~ntdll.dll -
ntdll | DbgBreakPoint :

779e2000c co int 3

slsinislalelslialalalslislialialsinlialalalslialialalslialialinlslialalatalalale]

[0:001> |

Ln0, Col0 Sysl:i<local> Proc000:1760 Thrd001:1d38 ASM

OVR | CAPS

MNUM




Introduction to WInDBG

i nv up 21 pl Zr na pe nc
ce=0023 =s=002b ds=002b es=002b £==0053 g==002b af 1=00000746

##% ERROR: Synbol file could not be found. Defaulted to export symbols for C:\WindowswSystOWEdsntdll.dll -
ntdll ! DbgBreakPoint

779000t cc 1nt

Current register values



Introduction to WInDBG

10 |pl ||

CS ||||II 55 |||| 'h d I|||']:| ES |||I']:| t =0053 g==002b
\WindowshSysiOUbdsotdll dll -

¥ EHEBE: Eymhul fi1le could not be found. Defaulted to export "mhnl tnl [

ntdll ! DbgBreakPoint
179%000c cc 1nt J

Current flags value



Introduction to WInDBG

nv up 21 pl Zr na pe nc
ce=0023 =s=002b ds=002b es=002b £==0053 g==002b af 1=00000746

##% ERROR: Synbol file could not be found. Defaulted to export symbols for C:\WindowswSystOWEdsntdll.dll -
|bgbreaktoint |
179%000c oo 1nt

Current address (eip) and instruction



Introduction to WInDBG

Some basic commands to get you started...

g : the go command, lets the process run

4 You can interrupt a process by Ctrl+Break
4 Or via the menu (Debug->Break)

d r : shows the current register contents and
disassembly at the current eip

 .hh : brings up the WIinDBG help (awesome

resource)

Q .hh g



Introduction to WInDBG

Some basic commands to get you started...

 t: trace steps one instruction
1 and will step into functions
] Also useful is the tc command: step until call

 p : single-steps one instruction
 and will step over functions
d Also useful is the pt command: step until
return



Introduction to WInDBG

Symbol support in WinDBG Is generally very good

[ File

Edit View Debug Window Help

Dpen Source File,..

Close Current Window

Open Executable...

to a Process

Kernel Debug...

Symbol File Path ...
Source File Path ...

Image File Path ...

Open Workspace...

Save Workspace

Save Workspace As...
Clear Workspace...
Delete Workspaces...
Open Workspace in File...

Save Workspace to File...

Map MNetwork Drive...

Disconnect Metwork Drive...

Recent Files

Exit

Ctrl+ O
Ctrl+F4

Symbeol Search Path

Symbol path:
Ctrl+E

F&

Ctrl+D

srv”cvmes hittp ./ Ymed| microsoft.com/download/symbols

Ctrl+R

Ctrl+K

Ctrl+5
Ctrl+P
Ctrl+1

Ctrl+W

0:001: .reload
Feloading current modules

Microsoft/Apple/Chrome/Citrix all have symbol servi

Alt+F4




Introduction to WInDBG

dr
: unwind info ion not awailable. Following frames mav be wrong.

L R e o e o e

wOoooFh

rnal+lx3z

=1 oo

NDrrows<Wm

£ T3 1
DlgFx
:fD1gPr

+0zda



Introduction to WInDBG

X : examine symbols

bO94d
19af04

ln_

olear |*tunrqnd*
OLEATT 3
DOLEATUTS
DOLEATUTS
OLEATTS
OLEATUT!

T=ip
111' dll I mencpy |

= <no type information:

_RTL _CRITICAL_S

thwtn = <no thE infDrmatiun}

¢no type information:

ntdll! 7 string'

; (FHODOEEHM . -

ECTION_DEEUG




Introduction to WInDBG

3 Im : shows listed modules G
O You can search with Imm '’ :

Im m*ole*
end module name
7Ca0f000 OLEATTAZ i
7010000 oled?

0:001x !lmi olea
Loaded Hodule In

swowhe4~0LEATUTIZ2 dll

Ha:h. 2 - [
Time : 3 3 ~1 Feb ;09 2011

Debug :
RESDS — GUID:

CISID 4 74 [Data not mapped]
Svymbol Twvpe: DEFEREED - - gymbol load deferred
Load Report: no =ymbols

!
7

77 I : WOt -:1_:|.T]'|'|_]:||:|l:5: :I



Introduction to WIinDBG
Avoid STDs

...stdlibs, that is (standard libraries)

.dll
L. DRV

ntdll C:vWin “STSTEY £d1l.dll
ntdll_77"




Debug | Window Help

[ sx : set exceptions

[ sxe ld:modulename
d Also available via GUI

Go

Go Unhandled Exception
Go Handled Exception
Restart

Stop Debugging

Detach Debuggee
Break

Step Into
Step Ower
Step Out

Run to Cursor

Source Mode

Resolve Ungualified Symbols

Ewvent Filters...

Modules...

Kernel Connection

Ctrl+Shift+F5
Shift+F5

Ctrl+Break

F11 or F8

F10

Shift+F11
Ctrl+F10 or F7

Introduction to WInDBG

=X
Create thread - ignore

Exit thread - i1gnore

Create process — ignore

Exit proce=s= - break

Load module — output

Tnload module — ignore
Sy=tem error — ilgnore
Initial breakpoint - break
Initial module load - ignore
Debuggee ocutput - output

Access wviolation — break — not handled

As=ertion failure — break — not handled

Application hang — break — not handled

Break instruction exception - break

Breal instruction exception continue — handled

C++ EH ezception — second-chance break — not handled
CLE emception — second-chance brealk — not handled
CLE notification exception — second-chance break — handled
Control-Breal exception — break

Control-Breal exception continue — handled

Control-C exception — break

Control-C exception continue — handled

Data misaligned - bresk — not handled

Debugger command exception — ighore — handled

Guard page wioclation — break — not handled

Illegal instruction — second-chance break — not handled
In-page I-0 error — break — not handled

Integer divide-by—zero — break - not handled

Integer overflow — break — not handled

Invalid handle - brealk

Invalid handle continuse — not handled

Invalid lock sequence — break — not handled

Invalid =sy=tem call — break — not handled

Port disconnected — second-chance break - not handled
Service hang - brealk — not handled

Single =tep exception — break

Single =tep exception continue — handled

Stack buffer overflow — brealk — not handled

Stack overflow — breal — not handled

Verifier stop — break — not handled

Visual C++ exception — ignore — handled

Wake debugger - brealk - not handled

WOWEed breakpoint — break - handled

WOWEd =ingle s=tep exception - brealk — handled

Other exception - =econd-chance brealk — not handled
szxe ld:aaronsdll




Introduction to WInDBG

Some usage notes...

To prevent symbol lookup, prefix registers with @
e.g. r @eax

You can reference addresses multiple ways...

O Address (explicit base-16 number)

O Module name (e.g. OLEAUT32)

d Symbol within a module (e.qg.
OLEAUT32!DispCallFunc)

O Offsets (e.g. OLEAUT32!DispCallFunc+0x202)



Introduction to WInDBG

Viewing Memory

O dd target : dump double words

O dw target : dump words

4 db target : dump bytes

U dc target : dump data and ASCII printables
U da target : dump ASCII string

4 du target : dump UNICODE string

0:000: do @EﬁE:lj




Introduction to WInDBG

Call Stacks

4 k : view call stack
O Variations on this can give you arguments (kv)
d Sometimes this can fail if there are non-ebp based
HETEE

g:000 k
ChildEEP
0D18f30c 806l ntdll ! memcpy
0018f36c 76188326 bDI3 IbGetTextHetricsWInternal +0x32
O018f390 75891751 et TextMetricsW+0=x74
o018f400 ?539150E USER32I1DT_InitDrawTextInfo+lxlba
0018fd4ad4 758%14bc US 21 DrawText ExWorker+0x72
0D18fd4=8 748f8b07 USER. DrawTextE3U+Dzle
0018£510 748f2a86 u=nth - (GetTertExtent+0xbe
Uﬂlﬁtrfﬂ 748f I1GetTh luT-xfErtan++ﬂrE!
748£932b CaptionTextSize+lx62
: 748 udthenel Thnmeﬂnd GetNeWindovietrics+0xds
748f uxthemns | CThemneWnd : :HePaint+0=61
JiBbeUd uxthems | OnDvplcPaint+0x61
} 748£22c3 uxthemne! ThemneDefWindowProc+0x13c
7588409 uwrhenwlThemEDHfﬂlnduquncﬁ+ﬂr1?
- 75897953 1S
758afaal

? BEfDlgFrncunt -+DxEDE
0018febe I DefDlgProca+0x29
0018f8=8 75 6 U5 InternalCallWinProc+0=23
0018f 9360 JEd?FdEF NSER22 1UserCal l1¥inProcCheckWows0xd 8




Introduction to WInDBG

Breakpoints—the single most useful tool at your
disposal

There are two main types of breakpoints:

d Software
4 bp target 1:000> bp sprintf
O bm target ]:up 0x12345678
g _': bm ~a oleautl |'I'|j_1 =poal 1*

0 g -:j t |1|| III.EJ.—J.TTT A |]:|1 1:| ﬂllF'llIl_."
rl Ox22222222

4 Hardware
4 ba rl target
4 ba el target
d ba w4 target



Introduction to WInDBG

Breakpoints—the single most useful tool at your
disposal

And then there are conditionals:

O bp address “expression”

0:000: bp NTDLL+0=300 "if (@=ax <« 0=x20) {} .else {g]



Introduction to WInDBG

Breakpoints—the single most useful tool at your
disposal

Various operations on breakpoints:

O bc : clear a breakpoint (or all of them with *)

O bd : disable
 be : enable *
d bl : list breakpoints

o001 ¢0001;s 0:
ool {0001y 0:
-1 0001 ¢0001) 0:
o001 ¢0001;s 0:

o001 ¢0001;s 0:

(1]

ntdll l=printf

QLEATTIZ2 | DispCallFunc

ntdll lsprintf

22 r 1 0001 (0001% O
. 0001 ¢0001% O

CLEAUT2Z 1Di=pCal lFunc



Breakpoints on API| Functions

You can glean runtime information by setting
breakpoints on interesting functions

APl documentation can help you set “intelligent”

breakp 1 \ﬂ;SARECV function

The WSARecv function receives data from a connected socket or a bound connectionless socket,

Syntax

int WSARecw(

i SOCKET s,

inout LPWSABUF lpBuffers,

DWORD dwBufferCount,

out LPDWORD lpNumberOfBytesRecwd,

inout LPDWORD lpFlags,

LPWSAOVERLAPPED lpOverlapped,

LPWSAOVERLAPPED COMPLETION ROUTINE lpCompletionRoutine

[
3

in

H- H-
=

L
[



Saved EIP (Return Address)

IpBuffers

dwBufferCount

IpMumberOfBytesRecvd

IpFlags

[pCwverlapped

IpCompletionRoutine

Local Varz

Lacal Var1

Saved EBP (Frame Pointer)

Saved EIP (Return Address)

ESP+4

ESF+3 WSABUF
len
buf




Local Var 4

Local War 3

Local War 2

Local Yar 1

Saved EBP (Frame Painter)

Saved EIP (Return Address)

|pBuffers

dwBufferCount

IpMumberOfBytesRecvd

IpFlags

IpOwverlapped

IpCompletionRoutine

Local War2

Local War1

Saved EBP (Frame Painter)

Saved EIP (Return Address)




IpBuffers

dwBufferCount

IpMumberOfBytesRecvd

IpFlags

|pOverlapped

[pCompletionRoutine

Local VarZ

Local Var

Saved EBP (Frame Pointer)

Saved EIP (Return Address)




Breakpoints on API| Functions

These breakpoints let you see what's going on
as you use the application you're auditing

[*] recv called with size 10: AAAABBBRBCC

[*] Call stack is:

ChildEBP RetAddr Args to Child

0018adl4 00445471 000001f4 0018ad38 00005000 ws2 32!recv

[*] Setting memory breakpoint on buffer at 0x18ad38
Breakpoint 1 hit

putty+0x1d4£f4:

0041d4£4 50 push eax

0:000> ub @eip L2

puttyt0xlddee:

0041d4ee 8b4508 mov eax,dword ptr [ebp+8]
0041d4f1 0fbo600 mov zx eax,byte ptr [eax]

0:000> dd Rebp+8 L1
0018ad0c 0018ad38



Breakpoints on Implicit Functionality

Some Instruction sequences are interesting to
vulnerability hunters...

Like implied string copy operations, or loops,



x86 RECAP

Some common (implicit) register usage

eax : return value

€CX : counter in various rep operations. ‘this’ pointer in C
eSI : source pointer in various rep operations

edi : destination pointer

ebp : sometimes the frame pointer, sometimes general us



x86 RECAP

Nhile we're on the topic of registers...

Some registers can be split into different bit-widths

eax : 32-bits
aX : 16-bits

al : low 8 bits
ah : high 8 bits



x86 RECAP
Examples:

rep movsd : rep movsd [edi], [esi] : eaXx = memcpy(edi, esi, ecx)
rep stosd : rep stosd [edi], eax : eaXx = memset(edi, eax, ecx)

rep scasd : rep scasd [edi] : eax = strchr(edi, eax)

push 0x0D
call malloc : eax = malloc(0x0D)



Breakpoints on Implicit Functionality

You can breakpoint on these and dump out a
string representation of the C code that Is
being executed

[*] rep movsd hit, memcpy(0x12345678, 0x87654321, 0x20)

[*] rep scasd hit, code is searching 0x44444444 for value “FOO”

And so on... get creative

Now, lets move on to some more interesting
uses for breakpoints



QUESTIONS?



Memory Access Breakpoints

You can set breakpoints when an address is

“touched”
...remember the ba command?

Combine this ability with the earlier breakpoints on recv

This can provide you with useful code
locations

...to reverse statically



Memory Access Breakpoints

These breakpoints are most useful when dealing with

dynamic memory

How many of you are familiar with how a
memory manager works (heap)?
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Dynamic Memory

A = malloc(10) ;
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Dynamic Memory
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Dynamic Memory
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Dynamic Memory
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Dynamic Memory
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lheap Extension

WinDBG allows you to Inspect the heap in a few different

ways

IS “ ™
| 2/ Debugging Tools for Wi ! |L
File Edit View Go Help
ET S R ¢ & S ,
Hide Locate Previous  Mext Back Fomward  Stop  Refresh  Home Font Print  Options
Debugging Tools for Windows -

| Qorrtents| Index | §eard1| Fa\ror'[tes|

Type in the keyword to find:

|!heap

lhelp extension

thidfdo extension {obsalete)
lhidpdo extension {obsolete)
lhidppd extension

lhomedir extension

lhtrace extension

lib extension {obsolete)
licpleak extension

lid extension (obsolete)

lidt extension

ligrep extension

lih extension

lihg extension

limggp extension

limgreloc extension
lioresdes extension

lioreslist extension

liovirp extension

lipi extension

lirp extension

lipfind extension

lirpzone extension (obsolete)
lirgl extension

lisainfo extension

lisr extension

livt extension

liw extension (obsolete)
liob extension

lkh extensinn inhsnlete)

[

theap

The theap extension displays heap usage information, controls breakpoints in the heap manager, detects leaked heap
blocks, searches for heap blocks, or displays page heap information.

Syntax
Syntax in Windows 2000

m. |

'Theap [HeapOptions] [ValidationOptions] [Heap]

Theap -b [{alloc|realloc|free] [Tagl] [Heap | BreskiAddress]
Theap -B {alloc|realloc|free} [Hesp | Brezkiddress]

Theap -p FPagsHesplptions

'heap [-p] -2

Syntax in Windows XP and later

'heap [HeapOptions] [ValidationOptions] [Hespl
Theap -b [{alloc|realloc|free} [Tzgl] [Hesp | Breskiddress]
Theap -B {alloc|realloc|free} [Hesp | Brozkiddress]

Theap -8 [SummaryOptions]
Theap -i Hespiddress

Theap -x [-wv] Address
Theap -p [FageHespOptions]
'heap -arch [Size] Pattern
Theap -Flt FilterOptions
"heap -atat [-h Handle [-grp GroupBy [MaxDisplaylll]
Theap [-pl -2

[StatHeapiAddress]

Parameters

Heap
Specifies either a heap index number or a heap address. The default is 1; this specifies the process heap. Zero
causes the command to display information about all heaps in the process. Omitting Heap gives a concise list of all
heaps in the process.

HeapOptions
Can be any combination of the following options. The HeapOptions values are case-sensitive. i




lheap Extension

Some useful 'heap commands

d 'heap 0 —v
d This command walks the main heap, verifying its
structure

d 'heap —p —a target
O User-mode Stack Trace Database
 This command will give you a call stack for an
allocation pointed to by target



Global Flags

Some of the heap commands require extra information to be

stored while an application is running.

E G I b I F I System F’LEgiStwl Kemel Aags Image File |Si|ent Process Exit |
n te r O a a g S = Image: (TAB to refresh) | iexplore. exe Launch I

[~ Stop on exception [~ Dizable stack extension
[~ Show loader snaps

[~ Enable heap tail checking [~ Enable system critical breaks
[~ Enable heap free checking [~ Disable heap coalesce on free
[~ Enable heap parameter checking

gflags.exe is distributed with || -&iSiisss
the debugging tools for [ et ST
Windows (as is WINDBG) e IV SO

[~ Enable heap tagging by DLL [~ Dizable protected DLL verification
I~ lgnore asserts

[~ Load image using large pages if possible

[~ Debugger:

[~ Stack Backtrace: (Megs)

[ ok | cancel Lpply
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Graphs and Paths
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Hit Tracing

Determining basic block or function-level flow is called hit tracing

Imagine having your entire IDA Pro database
marked up with every location that was reached in ¢
debugger

Useful, right?
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