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WHAT WE’RE COVERING: 

 Debugging with WinDBG 

 

 Runtime Reversing Techniques 

 

 Dynamic Memory 

 

 Vulnerability Analysis 

 



Reverse Engineering Goals 

Why are you reversing? What do you hope to 

achieve? 

 

 

 

 Vulnerability Discovery 

 

 Vulnerability Analysis 

 

 Software/DRM Cracking 

 

 

 

All of these require just a 

limited understanding of 

the target as a whole 





This might be all you care about… 



STATIC REVERSING RECAP 

 

With static RE you’re looking at a limited view (usually a 

single module at a time) 

 

How many are familiar with linkers and loaders? 
Lots of “stuff” goes on when you load a module into a process 

  

 

There is a lot of information missing when Reing 

statically… 



Like dynamic call targets 







Static RE Challenges 

Reversing anything reasonably complex statically is 

painful 

Pick your favorite lexer/parser/renderer for 

example 
(quicktime, shockwave, windows media player, flash, …) 



  Read input file into a buffer 

 

  Split contiguous data into streams 

  or chunks, or sections, or … 

 

  Save all that info into application-specific data structures 

 

  Pass of certain bits of that data to a lexer 

  Store tokens and corresponding data into other, 

perhaps unrelated app-specific data structures 

 

  Parse the data (using metadata gathered at some point 

during all of this) 

 

  Render media to the screen/file/output device 
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I bet your approach is different than your neighbor’s… 



  Read input file into a buffer 

 

  Split contiguous data into streams 

  or chunks, or sections, or … 

 

  Save all that info into application-specific data structures 

 

  Pass of certain bits of that data to a lexer 
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  Parse the data (using metadata gathered at some point 

during all of this) 

 

  Render media to the screen/file/output device 

 

 

How would you write this code? 
I bet your approach is different than your neighbor’s… 

Good luck reversing an implementation 

statically 



Static RE Challenges 

Many things happen in the scope of a 

process 
…and you miss this information when reversing statically 
 Exception handler registration and relationships 

 

 Linking and relocations 

 Module dependencies 

 

 Dynamic memory allocations (more on this later) 

 

 Global variable values 

 

 Out of band data that can influence the code 



QUESTIONS? 



DYNAMIC REVERSE ENGINEERING 



Intro to Dynamic Reversing 

Dynamic RE is focused on performing analysis during 

runtime 

It introduces a new dimension: state 

Dynamic RE is intended to supplement your static efforts 

…by filling in missing information 

 

More importantly, dynamic reversing lets you validate or 

disprove your suspicions 

 



Intro to Dynamic Reversing 

To dispel some preconceptions, you don’t always need a debugger  

…although it is the ideal tool to aid in the process 

Debugger preferences, anyone? 



Drilling Down 

The first thing we want to do when reversing an application 

is figure out which modules it has that we care about 

 

…and then we can peruse them statically 

 

 

Module dependencies can help us here 

 
If a module imports ws2_32.dll, its going to be doing “network 

stuff” 





Drilling Down 

After we’ve found an interesting module, we can dig at it in 

IDA 



Drilling Down 

Now, what would be really useful, is if we could determine if 

any of the code we find is actually reached during 

execution… 

 

 

 

Enter our debugger... 



Introduction to WinDBG 

The first thing you’ll want to do 

when using WinDBG is to attach 

to (or load) a process 



Introduction to WinDBG 



Introduction to WinDBG 

Current register values 



Introduction to WinDBG 

Current flags value 



Introduction to WinDBG 

Current address (eip) and instruction 



Introduction to WinDBG 

Some basic commands to get you started… 

 g : the go command, lets the process run 
 You can interrupt a process by Ctrl+Break 

  Or via the menu (Debug->Break) 

 

 r : shows the current register contents and 

disassembly at the current eip 

 

 .hh : brings up the WinDBG help (awesome 

resource) 

 .hh g 



Introduction to WinDBG 

Some basic commands to get you started… 

 t : trace steps one instruction 

 and will step into functions 

 Also useful is the tc command: step until call 

 

 p : single-steps one instruction 

 and will step over functions 

 Also useful is the pt command: step until 

return 



Introduction to WinDBG 

Symbol support in WinDBG is generally very good 

Microsoft/Apple/Chrome/Citrix all have symbol servers  



Introduction to WinDBG 
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Introduction to WinDBG 

 x : examine symbols 

 

 

 

 ln : list nearest symbol 
 

 

 

 

 dt : display type 



Introduction to WinDBG 

 lm : shows listed modules 
  You can search with lmm 

 

 

 

 

 

 !lmi : gives you more detailed info 



Introduction to WinDBG 

Avoid STDs  
…stdlibs, that is (standard libraries) 



Introduction to WinDBG 

 sx : set exceptions 
  sxe ld:modulename 

  Also available via GUI 



Introduction to WinDBG 

Some usage notes… 

To prevent symbol lookup, prefix registers with @ 
e.g. r @eax 

 

 

You can reference addresses multiple ways… 

 

  Address (explicit base-16 number) 

 Module name (e.g. OLEAUT32) 

 Symbol within a module (e.g. 

OLEAUT32!DispCallFunc) 

 Offsets (e.g. OLEAUT32!DispCallFunc+0x202) 



Introduction to WinDBG 

Viewing Memory 

 dd target : dump double words 

 dw target : dump words 

 db target : dump bytes 

 dc target : dump data and ASCII printables 

 da target : dump ASCII string 

 du target : dump UNICODE string 

 



Introduction to WinDBG 

Call Stacks 

 k : view call stack 

 Variations on this can give you arguments (kv) 

 Sometimes this can fail if there are non-ebp based 

frames 



Introduction to WinDBG 

Breakpoints—the single most useful tool at your 

disposal 

There are two main types of breakpoints: 
  

 Software 

 bp target 

 bm target 

 

 Hardware 

 ba r1 target 

 ba e1 target 

 ba w4 target 

 



Introduction to WinDBG 

Breakpoints—the single most useful tool at your 

disposal 

And then there are conditionals: 
  

 bp address “expression” 



Introduction to WinDBG 

Breakpoints—the single most useful tool at your 

disposal 

Various operations on breakpoints: 
  

 bc : clear a breakpoint (or all of them with *) 

 bd : disable “                                             “  

 be : enable  “                                             “  

 bl : list breakpoints 



Breakpoints on API Functions 

You can glean runtime information by setting 

breakpoints on interesting functions 

API documentation can help you set “intelligent” 

breakpoints 

  









Breakpoints on API Functions 

These breakpoints let you see what's going on 

as you use the application you’re auditing 

[*] recv called with size 10: AAAABBBBCC 

[*] Call stack is: 

ChildEBP RetAddr  Args to Child               

0018ad14 00445471 000001f4 0018ad38 00005000 ws2_32!recv 

  

[*] Setting memory breakpoint on buffer at 0x18ad38 

Breakpoint 1 hit 

putty+0x1d4f4: 

0041d4f4 50              push    eax 

0:000> ub @eip L2 

putty+0x1d4ee: 

0041d4ee 8b4508          mov     eax,dword ptr [ebp+8] 

0041d4f1 0fb600          movzx   eax,byte ptr [eax] 

0:000> dd @ebp+8 L1 

0018ad0c  0018ad38 

 

 



Breakpoints on Implicit Functionality 

Some instruction sequences are interesting to 

vulnerability hunters… 

 

 

Like implied string copy operations, or loops, 

… 



.text:1000C74E loc_1000C74E:     ; CODE XREF: sub_1000C700+33j 

.text:1000C74E    mov     eax, [esi+2760h] 

.text:1000C754    mov     ecx, [eax+4] 

.text:1000C757    mov     edx, [eax+8] 

.text:1000C75A    mov     eax, [esi+48h] 

.text:1000C75D    push    ecx 

.text:1000C75E    push    edx             ; ArgList 

.text:1000C75F    push    offset aInNew_messageS ; "In NEW_MESSAGE state\n\t-> current messag"... 

.text:1000C764    push    5               ; int 

.text:1000C766    push    eax             ; int 

.text:1000C767    call    j_logfunc 

.text:1000C76C    mov     ecx, [esi+2760h] 

.text:1000C772    mov     edx, [ecx] 

.text:1000C774    mov     eax, [edx+1Ch] 

.text:1000C777    add     esp, 14h 

.text:1000C77A    call    eax 

.text:1000C77C    test    eax, eax 

.text:1000C77E    mov     ecx, [esi+2760h] 

.text:1000C784    mov     edx, [ecx] 

.text:1000C786    jz      short loc_1000C7AB 

.text:1000C788 

.text:1000C788 if_signed_0: 

.text:1000C788    mov     eax, [edx+14h] 

.text:1000C78B    push    edi 

.text:1000C78C    call    eax   ; module+0x99b2 - this seeks into our 

.text:1000C78C                  ; buffer by our controlled dword amount. it saves the 

.text:1000C78C                  ; faulty pointer 

.text:1000C78E    mov     ecx, [esi+48h] 

.text:1000C791    push    0               ; ArgList 

.text:1000C793    push    offset aStillInNew_mes ; "Still in NEW_MESSAGE state\n" 

.text:1000C798    push    5               ; int 

.text:1000C79A    push    ecx             ; int 

.text:1000C79B    mov     [esi+2Ch], edi 

.text:1000C79E    call    j_logfunc 

.text:1000C7A3    add     esp, 10h 

.text:1000C7A6    mov     eax, edi 

.text:1000C7A8    pop     edi 

.text:1000C7A9    pop     esi 

.text:1000C7AA    retn  

x86 RECAP 

Some common (implicit) register usage 

eax : return value 

ecx : counter in various rep operations. ‘this’ pointer in C++ 

esi : source pointer in various rep operations 

edi : destination pointer 

ebp : sometimes the frame pointer, sometimes general use 



.text:1000C74E loc_1000C74E:     ; CODE XREF: sub_1000C700+33j 

.text:1000C74E    mov     eax, [esi+2760h] 

.text:1000C754    mov     ecx, [eax+4] 

.text:1000C757    mov     edx, [eax+8] 

.text:1000C75A    mov     eax, [esi+48h] 

.text:1000C75D    push    ecx 

.text:1000C75E    push    edx             ; ArgList 

.text:1000C75F    push    offset aInNew_messageS ; "In NEW_MESSAGE state\n\t-> current messag"... 

.text:1000C764    push    5               ; int 

.text:1000C766    push    eax             ; int 

.text:1000C767    call    j_logfunc 

.text:1000C76C    mov     ecx, [esi+2760h] 

.text:1000C772    mov     edx, [ecx] 

.text:1000C774    mov     eax, [edx+1Ch] 

.text:1000C777    add     esp, 14h 

.text:1000C77A    call    eax 

.text:1000C77C    test    eax, eax 

.text:1000C77E    mov     ecx, [esi+2760h] 

.text:1000C784    mov     edx, [ecx] 

.text:1000C786    jz      short loc_1000C7AB 

.text:1000C788 

.text:1000C788 if_signed_0: 

.text:1000C788    mov     eax, [edx+14h] 

.text:1000C78B    push    edi 

.text:1000C78C    call    eax   ; module+0x99b2 - this seeks into our 

.text:1000C78C                  ; buffer by our controlled dword amount. it saves the 

.text:1000C78C                  ; faulty pointer 

.text:1000C78E    mov     ecx, [esi+48h] 

.text:1000C791    push    0               ; ArgList 

.text:1000C793    push    offset aStillInNew_mes ; "Still in NEW_MESSAGE state\n" 

.text:1000C798    push    5               ; int 

.text:1000C79A    push    ecx             ; int 

.text:1000C79B    mov     [esi+2Ch], edi 

.text:1000C79E    call    j_logfunc 

.text:1000C7A3    add     esp, 10h 

.text:1000C7A6    mov     eax, edi 

.text:1000C7A8    pop     edi 

.text:1000C7A9    pop     esi 

.text:1000C7AA    retn  

x86 RECAP 

While we’re on the topic of registers… 

Some registers can be split into different bit-widths 

 

eax : 32-bits 

ax : 16-bits 

al : low 8 bits 

ah : high 8 bits 



.text:1000C74E loc_1000C74E:     ; CODE XREF: sub_1000C700+33j 

.text:1000C74E    mov     eax, [esi+2760h] 

.text:1000C754    mov     ecx, [eax+4] 

.text:1000C757    mov     edx, [eax+8] 

.text:1000C75A    mov     eax, [esi+48h] 

.text:1000C75D    push    ecx 

.text:1000C75E    push    edx             ; ArgList 

.text:1000C75F    push    offset aInNew_messageS ; "In NEW_MESSAGE state\n\t-> current messag"... 

.text:1000C764    push    5               ; int 

.text:1000C766    push    eax             ; int 

.text:1000C767    call    j_logfunc 

.text:1000C76C    mov     ecx, [esi+2760h] 

.text:1000C772    mov     edx, [ecx] 

.text:1000C774    mov     eax, [edx+1Ch] 

.text:1000C777    add     esp, 14h 

.text:1000C77A    call    eax 

.text:1000C77C    test    eax, eax 

.text:1000C77E    mov     ecx, [esi+2760h] 

.text:1000C784    mov     edx, [ecx] 

.text:1000C786    jz      short loc_1000C7AB 

.text:1000C788 

.text:1000C788 if_signed_0: 

.text:1000C788    mov     eax, [edx+14h] 

.text:1000C78B    push    edi 

.text:1000C78C    call    eax   ; module+0x99b2 - this seeks into our 

.text:1000C78C                  ; buffer by our controlled dword amount. it saves the 

.text:1000C78C                  ; faulty pointer 

.text:1000C78E    mov     ecx, [esi+48h] 

.text:1000C791    push    0               ; ArgList 

.text:1000C793    push    offset aStillInNew_mes ; "Still in NEW_MESSAGE state\n" 

.text:1000C798    push    5               ; int 

.text:1000C79A    push    ecx             ; int 

.text:1000C79B    mov     [esi+2Ch], edi 

.text:1000C79E    call    j_logfunc 

.text:1000C7A3    add     esp, 10h 

.text:1000C7A6    mov     eax, edi 

.text:1000C7A8    pop     edi 

.text:1000C7A9    pop     esi 

.text:1000C7AA    retn  

x86 RECAP 

Examples: 

rep movsd : rep movsd [edi], [esi] : eax = memcpy(edi, esi, ecx) 
 

rep stosd : rep stosd [edi], eax : eax = memset(edi, eax, ecx) 
 

rep scasd : rep scasd [edi] : eax = strchr(edi, eax) 
 

push 0x0D 

call malloc : eax = malloc(0x0D) 



Breakpoints on Implicit Functionality 

You can breakpoint on these and dump out a 

string representation of the C code that is 

being executed 

[*] rep movsd hit, memcpy(0x12345678, 0x87654321, 0x20) 

 

[*] rep scasd hit, code is searching 0x44444444 for value “FOO” 

And so on… get creative 

 

Now, lets move on to some more interesting 

uses for breakpoints 



QUESTIONS? 



Memory Access Breakpoints 

You can set breakpoints when an address is 

“touched” 
…remember the ba command? 

 

 

 

Combine this ability with the earlier breakpoints on recv 

This can provide you with useful code 

locations 
…to reverse statically 



Memory Access Breakpoints 

These breakpoints are most useful when dealing with  

dynamic memory 

How many of you are familiar with how a 

memory manager works (heap)? 



Dynamic Memory 
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Dynamic Memory 



!heap Extension 

WinDBG allows you to inspect the heap in a few different 

ways 

 



!heap Extension 

   Some useful !heap commands 
 

 
 !heap 0 –v 

 This command walks the main heap, verifying its 

structure 

 

 !heap –p –a target 

 User-mode Stack Trace Database 

 This command will give you a call stack for an 

allocation pointed to by target 

 



Global Flags 

Some of the heap commands require extra information to be 

stored while an application is running.  

 

Enter Global Flags… 

 

 

gflags.exe is distributed with 

the debugging tools for  

Windows (as is WinDBG) 



QUESTIONS? 



Graphs and Paths 









Hit Tracing 

Determining basic block or function-level flow is called hit tracing 

 

 

 

Imagine having your entire IDA Pro database 

marked up with every location that was reached in a 

debugger 

 

 

 

Useful, right?     



QUESTIONS? 


