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Introduction to
Penetration Testing




Meet Instructor #1
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Questions




Thought Experiment




Break it down

A Skills required?

A How do you fix this?




What are we really teaching you?

A Source Code Audits
A Access to source = access to vulnerabilities

A Reverse Engineering
A How does this compiled app work?
A Modify it to do what you want
A ldentify vulnerabilities in compiled code



What are we really teaching you?

A Binary Exploitation
A Take advantage of memory corruption

A Fuzz Testing
A Negative testing you never learned about

A Clientside Exploits
A Users are the weakest link
A Internal attack surface to explore



What are we really teaching you?

A  Web Application Exploitation
A Knock down the front door
A Public website = public attack surface

A Fundamental technical skills
A ldentify
A Analyze
A Exploit [anything, by the end of the course]



Who is teaching you?

A Brandon Edwardg Code Auditing
A Security Researcher at McAfee

A AaronPortnoy, PeterSilbermanz Reversing
A Security Researcher at Tippifpint
A Security Researcher dandiant

A Dino DalZoviz Binary Exploitation
A Author, The Mac Hacking Handbook



Who is teaching you?

A  MikeZusman Stephen Ridley Fuzz Testing
A Security Researcher éiitrepidusGroup
A Security Researcher &atasano

A Dean De Beer, Colin Ameg<£lientsides
A Deang Principal at zero(day)solutions
A Colinz Security Consultant at Attack Research

A JoeHemlerz WebappExploitation
A Co-Founder, Gotham Digital Science



Penetration Testing

A You can combine these skills for use in a
penetration test
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security of a computer system or network by

simulating an attack by a malicious user,
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A HackingvsPentesting?
A PERMISSION!



Business Issues

A Legal issues and regulations

A Scopez are you limited in what you can do and when
you can do it?

A 0days? Clientides? Aggressiveness?

A Impact and consequences
A Inform the Client/Dept/BU/etc.
A Incident Response

A Internalteam vs. Consultants vattackers
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What should you get out of this?
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ldentify and understand vulnerabillities
Assess Impact, what are the ramifications?
Are my defenses working properly?

What systems and data are at risk?
Incident response procedures working?

Replicate sophisticated, modern attacks
that people are using to compromise your
applications and your organization



A Each major topic lasts two weeks
A One homework each week
A Interesting HW entries will be posted online
A These are hard, require new skills each week

A Mailing list for help on assignments
A TakehomemidtermzE O6 O AAOU E &£

A Final Project
A We can talk about this later



