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Special thanks to ISE for smoking me with this test once upon an interview 



ÁWhy?
ÁTo make software better, or to hack software

ÁHow?
ÁWith automated tools and/or manually

ÁWho?
ÁHackers, researchers, security consultants, software QA 

engineers, etc.
ÁWhere?
Á$Ï ÙÏÕ ÆÉÎÄ ÏÕÔ ÁÂÏÕÔ ÔÈÉÓ ȣ ÒÉÇÈÔ ÈÅÒÅȢ JAnd in a great book 
ÃÁÌÌÅÄȡ Ȱ4ÈÅ !ÒÔ ÏÆ 3ÏÆÔ×ÁÒÅ 3ÅÃÕÒÉÔÙ !ÓÓÅÓÓÍÅÎÔȱȟ ÂÙ $Ï×Äȟ 
McDonald, and Schuh

ÁWhen?
ÁPeople have been doing this with varying degrees of success for 

a long time



ÁAnything designed by humans has a 
likelihood to contain errors
ÁThe amount, magnitude, and repercussion of 

said errors varies greatly by problem
ÁIf a bridge fails, people die.
Á)Æ Á ÌÉÔÔÌÅ ȢÂÁÔ ÆÉÌÅ ÙÏÕ ×ÒÏÔÅ ÄÏÅÓÎȭÔ ×ÏÒË ×ÅÌÌȟ 

you might not care too much
ÁIf mission critical server software fails, and 

hackers steal credit card info from your 
clients, your company looses money



Á7ÈÅÎ ÙÏÕȭÒÅ ÂÕÇ ÈÕÎÔÉÎÇ ÔÈÅÒÅȭÓ ÔÈÒÅÅ ÇÅÎÅÒÁÌ 
methodologies
ÁReverse Engineering

ÁSource Code Auditing

ÁFuzzing
Á7ÅȭÒÅ ÔÁÌËÉÎÇ ÁÂÏÕÔ ÃÏÄÅ ÁÕÄÉÔÉÎÇ ÈÅÒÅȟ ×ÈÉÃÈ 
ÍÁËÅÓ ÏÎÅ ÂÉÇ ÁÓÓÕÍÐÔÉÏÎ ȣ ÙÏÕ ÈÁÖÅ ÁÃÃÅÓÓ ÔÏ 
the source code. J
ÁWhich means that QA engineers or 3rd party contractors 

do this a bit more than hackers.  Hackers focus more on 
RE and fuzzing, which the exception of open source 
software.



ÁFree <->Expensive tools can be used to audit 
source code
ÁThis can be done to varying degrees and at 

varying stages of the development lifecycle
ǐFor example, some checks are standard at compile time.  

Both GCC and Visual Studio will warn against the use of 
dangerous API calls such as strcpy()

ǐOther tools can work against the completed code base 
without compiling it

ÁRATS and Fortify are examples of automated 
tools



ÁAuditors often specialize in particular 
languages
ÁAuditing C, C++, C#, python, perl, PHP, Java, 
2ÕÂÙȟ 6ÉÓÕÁÌ "ÁÓÉÃȟ ÅÔÃȣ
Á4ÈÅÙȭÒÅ ÅÁÃÈ ÑÕÉÔÅ ÄÉÆÆÅÒÅÎÔ

ÁStrong knowledge of how to code in that 
language is required

ÁStrong knowledge of typical bug classes are 
required
ǐFor that language and in general



ÁFrom my personal experience it seems that you 
really only find two types of software auditing 
ÃÏÎÔÒÁÃÔÏÒÓ ÏÕÔ ÔÈÅÒÅ ÉÆ ÙÏÕȭÒÅ ÌÏÏËÉÎÇ

ÁThose that specialize in Web Application code

ǐPHP, Java, .ASP, etc.

ÁAnd those that specialize in traditional application 
code

ǐC, C++

ÁEither would probably tackle a perlor python job as 
well



Á4ÏÄÁÙ ×ÅȭÒÅ ÊÕÓÔ ÇÏÉÎÇ ÔÏ ÆÏÃÕÓ ÏÎ ÏÎÅ ÓÍÁÌÌ 
area of all of that which was just mentioned

Á7ÅȭÒÅ ÇÏÉÎÇ ÔÏ ÄÏ Á ÍÁÎÕÁÌ ÁÕÄÉÔ ÏÆ ÓÏÍÅ 
intentionally buggy and tricky C code

Á)ÔȭÓ ÔÒÉÃËÙ ÉÎ ÔÈÅ ÓÅÎÓÅ ÔÈÁÔ ÁÒÅÁÓ ÔÈÁÔ ÍÁÙ ÓÅÅÍ ÌÉËÅ 
bugs (use of dangerous API) might be ok in this case

ǐyet other subtle bugs that seem ok might be dangerous

ÁThis is realistic, because much of the low-hanging 
fruit has already been plucked from modern 
production quality C programs



Á)ȭÌÌ ÐÏÉÎÔ ÔÏ ÅÁÃÈ ÓÅÃÔÉÏÎ ÏÆ ÃÏÄÅ
ÁI need someone to raise a hand (or both) and 
ÔÅÌÌ ÍÅ ×ÈÙ ÔÈÉÓ ÓÅÃÔÉÏÎ ÏÆ ÃÏÄÅ ÉÓ ÏÒ ÉÓÎȭÔ 
vulnerable
ÁUsing Google, wiki, or testing on your Linux 

box right now are all fair! J

ÁThere are 8 total bugs in this code

ÁPlease note that the problems in this sample may 
not be present in all platforms/compilers.



#include <syslog.h>
#include <stdarg.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define BUFLEN 16
#define WORDSIZE 2
#define DWORDSIZE 

WORDSIZE+WORDSIZE
void mylog(int kind, char *msg){

syslog(LOG_USER | kind, msg);
}
void mycpy(char *dst, char *src){

if(strlen(src) < BUFLEN - 1)
while(*src)

* dst++ = *src++;
* dst = '\x00';

}
int main(int argc, char *argv[]){

char buf1[16];
char buf2[16];
char buf3[BUFLEN];
char *buf4;
char *buf5;
char buf6[16];
char *buf7;
int i, len;

if(argc != 12)
exit(0);

strncpy(buf1, argv[1], 
sizeof(buf1));
len= atoi(argv[2]);
if (len< 16)

memcpy(buf2, argv[3], len);
else {

char *buf = malloc(len+ 20);
if(buf){

snprintf(buf, len+20, 
"String too long: %s", argv[3]);

mylog(LOG_ERR, buf);
}

}
mycpy(buf3, argv[4]);
strncat(buf3, argv[5], 
sizeof(buf3)-1);
if(fork()){

execl("/bin/ls", "/bin/ls", 
argv[6], 0);
}
// filter metacharacters
char *p;
if(p = strchr(argv[7], '&'))

*p = 0;
if(p = strchr(argv[7], '`'))

*p = 0;
if(p = strchr(argv[7], ';'))

*p = 0;
if(p = strchr(argv[7], '|'))

*p = 0;
if(strlen(argv[7]) < 1024){

buf4 = malloc(20 + 
strlen(argv[7]));

sprintf(buf4, "/bin/cat %s", 
argv[7]);

system(buf4);
}

buf5 = malloc(strlen(argv[8]) + 
strlen(argv[9]) + 2);
strcpy(buf5, argv[8]);
strcat(buf5, argv[9]);
memcpy(buf6, argv[10], 
strlen(argv[10]));
buf7 = malloc(4 * DWORDSIZE);
for(i=0; i<4; i++){

memcpy(buf7 + 4 * i,     
argv[11] + 4 * i, DWORDSIZE);
}

printf("\nGot%s, (%d) %s, %s, 
%s, %s, %s, %s\n", buf1, len, 
buf2,buf3, buf4, buf5, buf6, 
buf7);

}



strncpy(buf1, argv[1], sizeof(buf1));

ÁNo null termination, if string is larger than 16

ǐThis is ugly, since strncat() is the opposite ɀÉÔȭÓ ÔÈÅ 
culprit of many off-by-ÏÎÅÓ ÓÉÎÃÅ ÉÔȭÌÌ ÇÏ ÏÎÅ ÂÙÔÅ 
beyond the boundary.

ÁStrncpy() works by copying the specified number 
of bytes (from src-> dst), or up until the first null, 
ÓÉÎÃÅ ÉÔȭÓ Á ÓÔÒÉÎÇ ÂÁÓÅÄ ÏÐÅÒÁÔÉÏÎ

ÁThis could cause various errors depending on how 
buf1 is later used



#include <syslog.h>
#include <stdarg.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define BUFLEN 16
#define WORDSIZE 2
#define DWORDSIZE 

WORDSIZE+WORDSIZE
void mylog(int kind, char *msg){

syslog(LOG_USER | kind, msg);
}
void mycpy(char *dst, char *src){

if(strlen(src) < BUFLEN - 1)
while(*src)

* dst++ = *src++;
* dst = '\x00';

}
int main(int argc, char *argv[]){

char buf1[16];
char buf2[16];
char buf3[BUFLEN];
char *buf4;
char *buf5;
char buf6[16];
char *buf7;
int i, len;

if(argc != 12)
exit(0);

strncpy(buf1, argv[1], 
sizeof(buf1));
len= atoi(argv[2]);
if (len< 16)

memcpy(buf2, argv[3], len);
else {

char *buf = malloc(len+ 20);
if(buf){

snprintf(buf, len+20, 
"String too long: %s", argv[3]);

mylog(LOG_ERR, buf);
}

}
mycpy(buf3, argv[4]);
strncat(buf3, argv[5], 
sizeof(buf3)-1);
if(fork()){

execl("/bin/ls", "/bin/ls", 
argv[6], 0);
}
// filter metacharacters
char *p;
if(p = strchr(argv[7], '&'))

*p = 0;
if(p = strchr(argv[7], '`'))

*p = 0;
if(p = strchr(argv[7], ';'))

*p = 0;
if(p = strchr(argv[7], '|'))

*p = 0;
if(strlen(argv[7]) < 1024){

buf4 = malloc(20 + 
strlen(argv[7]));

sprintf(buf4, "/bin/cat %s", 
argv[7]);

system(buf4);
}

buf5 = malloc(strlen(argv[8]) + 
strlen(argv[9]) + 2);
strcpy(buf5, argv[8]);
strcat(buf5, argv[9]);
memcpy(buf6, argv[10], 
strlen(argv[10]));
buf7 = malloc(4 * DWORDSIZE);
for(i=0; i<4; i++){

memcpy(buf7 + 4 * i,     
argv[11] + 4 * i, DWORDSIZE);
}

printf("\nGot%s, (%d) %s, %s, 
%s, %s, %s, %s\n", buf1, len, 
buf2,buf3, buf4, buf5, buf6, 
buf7);

}



if (len< 16)
memcpy(buf2, argv[3], len);

ÁWhy you ask?
ÁTry putting in a lenof -4

ÁWhy would this cause a problem?
ǐ4ÈÁÔȭÓ ÒÉÇÈÔȟ ÂÅÃÁÕÓÅ ÉÎ ÔÈÅ ȬÉÆȭ ÓÔÁÔÅÍÅÎÔ ×Å ÐÅÒÆÏÒÍ Á ÓÉÇÎÅÄ 

comparison since lenÉÓ ÄÅÆÉÎÅÄ ÁÓ ÔÙÐÅ Ȱintȱȟ ÂÕÔ ÁÃÃÏÒÄÉÎÇ ÔÏ 
the memcpyprototype: void *memcpy(void *s1, const void *s2, 
size_t n); 

ǐ7Å ÎÏÔÅ ÔÈÁÔ ÔÈÅ ÓÉÚÅ ÉÓ ȰÓÉÚÅ;ÔȱȢ  7ÅÌÌȟ ×ÈÁÔȭÓ ÔÈÁÔȩ
ǐ4ÈÁÔȭÓ ÁÎ ȰÕÎÓÉÇÎÅÄ intȱ ÏÎ ÍÏÓÔ ÁÌÌ ÓÙÓÔÅÍÓȟ ÓÏ -4 = 4294967292 in 

decimal



#include <syslog.h>
#include <stdarg.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define BUFLEN 16
#define WORDSIZE 2
#define DWORDSIZE 

WORDSIZE+WORDSIZE
void mylog(int kind, char *msg){

syslog(LOG_USER | kind, msg);
}
void mycpy(char *dst, char *src){

if(strlen(src) < BUFLEN - 1)
while(*src)

* dst++ = *src++;
* dst = '\x00';

}
int main(int argc, char *argv[]){

char buf1[16];
char buf2[16];
char buf3[BUFLEN];
char *buf4;
char *buf5;
char buf6[16];
char *buf7;
int i, len;

if(argc != 12)
exit(0);

strncpy(buf1, argv[1], 
sizeof(buf1));
len= atoi(argv[2]);
if (len< 16)

memcpy(buf2, argv[3], len);
else {

char *buf = malloc(len+ 20);
if(buf){

snprintf(buf, len+20, 
"String too long: %s", argv[3]);

mylog(LOG_ERR, buf);
}

}
mycpy(buf3, argv[4]);
strncat(buf3, argv[5], 
sizeof(buf3)-1);
if(fork()){

execl("/bin/ls", "/bin/ls", 
argv[6], 0);
}
// filter metacharacters
char *p;
if(p = strchr(argv[7], '&'))

*p = 0;
if(p = strchr(argv[7], '`'))

*p = 0;
if(p = strchr(argv[7], ';'))

*p = 0;
if(p = strchr(argv[7], '|'))

*p = 0;
if(strlen(argv[7]) < 1024){

buf4 = malloc(20 + 
strlen(argv[7]));

sprintf(buf4, "/bin/cat %s", 
argv[7]);

system(buf4);
}

buf5 = malloc(strlen(argv[8]) + 
strlen(argv[9]) + 2);
strcpy(buf5, argv[8]);
strcat(buf5, argv[9]);
memcpy(buf6, argv[10], 
strlen(argv[10]));
buf7 = malloc(4 * DWORDSIZE);
for(i=0; i<4; i++){

memcpy(buf7 + 4 * i,     
argv[11] + 4 * i, DWORDSIZE);
}

printf("\nGot%s, (%d) %s, %s, 
%s, %s, %s, %s\n", buf1, len, 
buf2,buf3, buf4, buf5, buf6, 
buf7);

}



len= atoi(argv[2]); //Could be +/- 2147483647
if (len< 16)

memcpy(buf2, argv[3], len); //but if negative go here
else { //else if positive go here

char *buf = malloc(len+ 20);
if(buf){

snprintf(buf, len+20, "String too long: %s", argv[3]);

ÁYou might be tempted to see an overflow here, but 
ÎÏÔ ÓÏȣ

ÁAnd as a real treat, we even check to see if mallocfailed



#include <syslog.h>
#include <stdarg.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define BUFLEN 16
#define WORDSIZE 2
#define DWORDSIZE 

WORDSIZE+WORDSIZE
void mylog(int kind, char *msg){

syslog(LOG_USER | kind, msg);
}
void mycpy(char *dst, char *src){

if(strlen(src) < BUFLEN - 1)
while(*src)

* dst++ = *src++;
* dst = '\x00';

}
int main(int argc, char *argv[]){

char buf1[16];
char buf2[16];
char buf3[BUFLEN];
char *buf4;
char *buf5;
char buf6[16];
char *buf7;
int i, len;

if(argc != 12)
exit(0);

strncpy(buf1, argv[1], 
sizeof(buf1));
len= atoi(argv[2]);
if (len< 16)

memcpy(buf2, argv[3], len);
else {

char *buf = malloc(len+ 20);
if(buf){

snprintf(buf, len+20, 
"String too long: %s", argv[3]);

mylog(LOG_ERR, buf);
}

}
mycpy(buf3, argv[4]);
strncat(buf3, argv[5], 
sizeof(buf3)-1);
if(fork()){

execl("/bin/ls", "/bin/ls", 
argv[6], 0);
}
// filter metacharacters
char *p;
if(p = strchr(argv[7], '&'))

*p = 0;
if(p = strchr(argv[7], '`'))

*p = 0;
if(p = strchr(argv[7], ';'))

*p = 0;
if(p = strchr(argv[7], '|'))

*p = 0;
if(strlen(argv[7]) < 1024){

buf4 = malloc(20 + 
strlen(argv[7]));

sprintf(buf4, "/bin/cat %s", 
argv[7]);

system(buf4);
}

buf5 = malloc(strlen(argv[8]) + 
strlen(argv[9]) + 2);
strcpy(buf5, argv[8]);
strcat(buf5, argv[9]);
memcpy(buf6, argv[10], 
strlen(argv[10]));
buf7 = malloc(4 * DWORDSIZE);
for(i=0; i<4; i++){

memcpy(buf7 + 4 * i,     
argv[11] + 4 * i, DWORDSIZE);
}

printf("\nGot%s, (%d) %s, %s, 
%s, %s, %s, %s\n", buf1, len, 
buf2,buf3, buf4, buf5, buf6, 
buf7);

}



void mylog(int kind, char *msg){
syslog(LOG_USER | kind, msg);  

}
mylog(LOG_ERR, buf);

ÁStrait up format string buf

ÁShould be syslog(LOG_USER | kind, "%s", msg)

ÁEnter something like %n%n%n%nto trigger the 
bug


