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Source Code Auditing




Source Code Auditing

Why?

To make software better, or to hack software
How?

With automated tools and/or manually
Who?

Hackers, researchers, security consultants, software QA
engineers, etc.

Where?
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When?

People have been doing this with varying degrees of success fol
a long time
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Only God is Perfect

Anything designed by humans has a
likelihood to contain errors

The amount, magnitude, and repercussion of
said errors varies greatly by problem

If a bridge falls, people die.
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you might not care too much

If mission critical server software fails, and
hackers steal credit card info from your
clients, your company looses money



Bug Hunting
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Reverse Engineering

Source Code Auditing

Fuzzing
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Which means that QA engineers df Barty contractors
do this a bit more than hackers. Hackers focus more ot

RE and fuzzing, which the exception of open source
software.



Automated or not?

Free<->Expensive tools can be used to audit

source code

This can be done to varying degrees and at
varying stages of the development lifecycle

For example, some checks are standard at compile time.
Both GCC and Visual Studio will warn against the use of
dangerous API calls such stscpy()

Other tools can work against the completed code base
without compiling it
RATS and Fortify are examples of automated
tools



Language Differences

Auditors often specialize in particular

languages
Auditing C, C++, C#, pythoperl, PHP, Java,
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Strong knowledge of how to code in that
language Is required

Strong knowledge of typical bug classes are
required

For that language and in general




In Practice

From my personal experience it seems that you
really only find two types of software auditing
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Those that specialize in Web Application code
PHP, Java, .ASP, etc.

And those that specialize in traditional application
code
C, C++

Either would probably tackle perlor python job as
well



Today’s learning
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area of all of that which was just mentioned
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Intentionally buggy and tricky C code
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bugs (use of dangerous API) might be ok in this case
yet other subtle bugs that seem ok might be dangerous

This Is realistic, because much of the {banging

fruit has already been plucked from modern

production quality C programs



A fun little game
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| need someone to raise a hand (or both) and
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vulnerable
Using Google, wiki, or testing on your Linux
box right now are all faid

There are 8 total bugs in this code

Please note that the problems in this sample may
not be present in all platforms/compilers.



#include <syslog.h»
#include <stdarg.h»
#include <stdio.h>

#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define BUFLEN 16
#define WORDSIZE 2
#define DWORDSIZE
WORDSIZE+WORDSIZE
void mylog(int kind, char 'msg){
syslodLOG_USER | kindhsg);
}
void mycpy(char *dst, char *sro/{
if(strlen(src) < BUFLEN1)
while(*sr¢)
*dst++ = sret+;
*dst=\x00";
}
int main(nt argc, char argV]{
char bufl[16];
char buf2[16];
char buf3[BUFLEN];
char *buf4;
char *buf5;
char buf6[16];
char *buf7;
Int i, len;

if(argc '= 12)
exit(0);
strncpy(bufl,argV1],
sizeofbufl));
len=atoi(argV2));
if len< 16)
memcpy(buf2,argv3], len);
else {
char *ouf =malloqlen + 20);
if(buf){
snprintf(buf, len+20,
"String too long: %s"argV3]);
mylog(LOG_ERRyuf);
}
}

mycpy(buf3,argv4));

strncat(buf3,arg\V5],

sizeof{buf3)1);

if(fork()){
execl("/bin/ls", "/bin/Is",

argv[6], 0);

}

/I filter metacharacters

char *p;

if(p =strchr(arg7], '&"))
*p - O,

if(p =strchr(arg7], "))
*p - O,

if(p =strchr(arg7], ';'))

*p o O,
if(p =strchr(arg\7], '|")
*p o O’
if(strlen(arg7]) < 1024){
buf4 =malloq(20 +
strlen(arg\7]));
sprintf(buf4, "/bin/cat %s",

arg\7]);
system(buf4);
}

buf5 =mallod(strlen(arg\8]) +
strlen(arg9]) + 2);
strepy(buf5,arg\v8]);
strcat(buf5,arg\V9]);
memcpybuf6,argV10],
strlen(argv{10]));
buf7 =malloq4 * DWORDSIZE);
for(i=0;i<4;i++){

memcpybuf7 + 4 1,
argl11] + 4 %, DWORDSIZE);

}

printf("\nGot %s, (%d) %s, %s,
%s, %s, %s, %3, bufl,len,
buf2,buf3, buf4, buf5, buf6,
buf7);



Yup that's bug number 1

strncpy(bufl,argV1], sizeofbufl));

No null termination, if string is larger than 16
This is ugly, sincstrncaf)is the oppositg EO6 O OE /
culpritof many offoy- T AO OET AA EOG I |
beyond the boundary.
Strncpy() works by copying the specified number
of bytes (fromsrc >dst) or up until the first null,
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This could cause various errors depending on how
bufl is later used



#include <syslog.h»
#include <stdarg.h»
#include <stdio.h>

#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define BUFLEN 16
#define WORDSIZE 2
#define DWORDSIZE
WORDSIZE+WORDSIZE
void mylog(int kind, char 'msg){
syslodLOG_USER | kindhsg);
}
void mycpy(char *dst, char *sro/{
if(strlen(src) < BUFLEN1)
while(*sr¢)
*dst++ = sret+;
*dst=\x00";
}
int main(nt argc, char argV]{
char bufl[16];
char buf2[16];
char buf3[BUFLEN];
char *buf4;
char *buf5;
char buf6[16];
char *buf7;
Int i, len;

if(argc '= 12)
exit(0);
strncpy(bufl,argV1],
sizeofbufl));
len=atoi(argV2));
if len< 16)
memcpy(buf2,argv3], len);
else {
char *ouf =malloqlen + 20);
if(buf){
snprintf(buf, len+20,
"String too long: %s"argV3]);
mylog(LOG_ERRyuf);
}
}

mycpy(buf3,argv4));

strncat(buf3,arg\V5],

sizeof{buf3)1);

if(fork()){
execl("/bin/ls", "/bin/Is",

argv[6], 0);

}

/I filter metacharacters

char *p;

if(p =strchr(arg7], '&"))
*p - O,

if(p =strchr(arg7], "))
*p - O,

if(p =strchr(arg7], ';'))

*p o O,
if(p =strchr(arg\7], '|")
*p o O’
if(strlen(arg7]) < 1024){
buf4 =malloq(20 +
strlen(arg\7]));
sprintf(buf4, "/bin/cat %s",

arg\7]);
system(buf4);
}

buf5 =mallod(strlen(arg\8]) +
strlen(arg9]) + 2);
strepy(buf5,arg\v8]);
strcat(buf5,arg\V9]);
memcpybuf6,argV10],
strlen(argv{10]));
buf7 =malloq4 * DWORDSIZE);
for(i=0;i<4;i++){

memcpybuf7 + 4 1,
argl11] + 4 %, DWORDSIZE);

}

printf("\nGot %s, (%d) %s, %s,
%s, %s, %s, %3, bufl,len,
buf2,buf3, buf4, buf5, buf6,
buf7);



That’s bug number 2

If len< 16)
memcpybuf2,argV3], len);

Why you ask?
Try putting in denof -4

Why would this cause a problem?
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the memcpyprototype: void *memcpy(void *s1, const void *s2,

size tn);
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#include <syslog.h»
#include <stdarg.h»
#include <stdio.h>

#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define BUFLEN 16
#define WORDSIZE 2
#define DWORDSIZE
WORDSIZE+WORDSIZE
void mylog(int kind, char 'msg){
syslodLOG_USER | kindhsg);
}
void mycpy(char *dst, char *sro/{
if(strlen(src) < BUFLEN1)
while(*sr¢)
*dst++ = sret+;
*dst=\x00";
}
int main(nt argc, char argV]{
char bufl[16];
char buf2[16];
char buf3[BUFLEN];
char *buf4;
char *buf5;
char buf6[16];
char *buf7;
Int i, len;

if(argc '= 12)
exit(0);
strncpy(bufl,argV1],
sizeofbufl));
len=atoi(argV2));
if len< 16)
memcpy(buf2,argv3], len);
else {
char *ouf =malloqlen + 20);
if(buf){
snprintf(buf, len+20,
"String too long: %s"argV3]);
mylog(LOG_ERRyuf);
}
}

mycpy(buf3,argv4));

strncat(buf3,arg\V5],

sizeof{buf3)1);

if(fork()){
execl("/bin/ls", "/bin/Is",

argv[6], 0);

}

/I filter metacharacters

char *p;

if(p =strchr(arg7], '&"))
*p - O,

if(p =strchr(arg7], "))
*p - O,

if(p =strchr(arg7], ';'))

*p o O,
if(p =strchr(arg\7], '|")
*p o O’
if(strlen(arg7]) < 1024){
buf4 =malloq(20 +
strlen(arg\7]));
sprintf(buf4, "/bin/cat %s",

arg\7]);
system(buf4);
}

buf5 =mallod(strlen(arg\8]) +
strlen(arg9]) + 2);
strepy(buf5,arg\v8]);
strcat(buf5,arg\V9]);
memcpybuf6,argV10],
strlen(argv{10]));
buf7 =malloq4 * DWORDSIZE);
for(i=0;i<4;i++){

memcpybuf7 + 4 1,
argl11] + 4 %, DWORDSIZE);

}

printf("\nGot %s, (%d) %s, %s,
%s, %s, %s, %3, bufl,len,
buf2,buf3, buf4, buf5, buf6,
buf7);



Looking close ... and no bug here

len=atoi(arg2)); //Could be +/2147483647
If len< 16)
memcpybuf2,argV3],len); //but if negative go here
else { /lelse If positive go here
char *buf = malloqlen + 20);
if(buf){

snprintf(buf, len+20, "String too long: %sdrg\v3));

You might be tempted to see an overflow here, bu
| 1 O Ol 8
And as a real treat, we even check to senaflocfailed



#include <syslog.h»
#include <stdarg.h»
#include <stdio.h>

#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define BUFLEN 16
#define WORDSIZE 2
#define DWORDSIZE
WORDSIZE+WORDSIZE
void mylog(int kind, char 'msg){
syslodLOG_USER | kindhsg);
}
void mycpy(char *dst, char *sro/{
if(strlen(src) < BUFLEN1)
while(*sr¢)
*dst++ = sret+;
*dst=\x00";
}
int main(nt argc, char argV]{
char bufl[16];
char buf2[16];
char buf3[BUFLEN];
char *buf4;
char *buf5;
char buf6[16];
char *buf7;
Int i, len;

if(argc '= 12)
exit(0);
strncpy(bufl,argV1],
sizeofbufl));
len=atoi(argV2));
if len< 16)
memcpy(buf2,argv3], len);
else {
char *ouf =malloqlen + 20);
if(buf){
snprintf(buf, len+20,
"String too long: %s"argV3]);
mylog(LOG_ERRyuf);
}
}

mycpy(buf3,argv4));

strncat(buf3,arg\V5],

sizeof{buf3)1);

if(fork()){
execl("/bin/ls", "/bin/Is",

argv[6], 0);

}

/I filter metacharacters

char *p;

if(p =strchr(arg7], '&"))
*p - O,

if(p =strchr(arg7], "))
*p - O,

if(p =strchr(arg7], ';'))

*p o O,
if(p =strchr(arg\7], '|")
*p o O’
if(strlen(arg7]) < 1024){
buf4 =malloq(20 +
strlen(arg\7]));
sprintf(buf4, "/bin/cat %s",

arg\7]);
system(buf4);
}

buf5 =mallod(strlen(arg\8]) +
strlen(arg9]) + 2);
strepy(buf5,arg\v8]);
strcat(buf5,arg\V9]);
memcpybuf6,argV10],
strlen(argv{10]));
buf7 =malloq4 * DWORDSIZE);
for(i=0;i<4;i++){

memcpybuf7 + 4 1,
argl11] + 4 %, DWORDSIZE);

}

printf("\nGot %s, (%d) %s, %s,
%s, %s, %s, %3, bufl,len,
buf2,buf3, buf4, buf5, buf6,
buf7);



void mylog(int kind, char 'msg){
syslogLOG_ USER | kindjsg);

}
mylog(LOG_ERRjuf);

Strait up format stringdouf
Should besyslogLOG_USER | kind, "%$HsQ)

Enter something like ¥%%n%n%rto trigger the
bug



